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© 000 «KPUNTO-MPO>», 2000-2022. Bce npaBa 3awyuLueHbl.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoguMT B KOMMAEKT noctaeku nporpammuoro obecnederus CK3W Kpuntollpo CSP Bepcun 5.0 R2 KC1,
Ha Hero pacnpoCTPaHSIOTCS BCE YCNOBUS JINLEH3NOHHOIO coratueHns. bes cneymanbHOro NMCbMEHHOro paspeLueHuns
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

HacTosiLiee pykoBoacTBo cogepxuT obluee onucaHne n pekoMeHaaumn no ncnonbsosaruto mogyneli Kpuntollpo
JavaCSP (JCSP) u Kpuntollpo JavaTLS (JTLS), sxogswux B coctae CK3W «Kpuntollpo CSP» Bepcus 5.0 R2
KC1 wucnonnerune 1-Base.

Mogynu Kpuntollpo JavaCSP n Kpuntollpo JavaTLS npegocraenstoT goctyn K peanusauusiM poCCUACKMX
KpUnTOrpachnyecknx asropuTMoB U PyHKLUOHUPYIOT MOA YNpaBAeHUEM BUPTYaNbHOW Java-mMalluvHbl.

|/|HCprKLI,VII/I AOMUWHNCTPATOpPa 6e30nacHOCTM M NOAbL30BaTENSAM Pa3/INYHbIX aBTOMATU3NPOBAHHbLIX CUCTEM,

ucnonbsytowmx mogynn Kpuntollpo JavaCSP u Kpuntollpo JavaTLS, ponxHbl pa3spabatbiBaTecs € y4eTOM
TpeboBaHWii HACTOSILLErO [OKYMEHTA.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)

APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymnsi  [pucsoeHne onpepeneHHbix aTpubytoB (agpeca, HOMepa KtOYa, MPaB MCMOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyrolein LoKyMeHTauun, obecnedunsatouleli
pyHKLMOHMPOBaHNE aBTOMaTU3MPOBAHHON CUCTEMbI BO BCEX PEXMMax

CBT CpeacTBa BbIYUCAUTENBHOW TEXHUKM

CeptudmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOLMNIA MPUHAANEKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
NPOBEPKM 3NEKTPOHHOI MOAMMCA 1 ONpPEeAEneHHbIX aTpubyTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum

cocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)

CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.
CeTeBoii CnpaBoOYHNK

CoK Cpesa pyHKUMOHMPOBAHUSI KOMMIEKCA

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)

LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

20N DIeKTpOHHas! MogNUCh
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

Kpuntollpo JavaCSP siensietcs kpuntonpoeaiigepom Java. Kpuntollpo JavaCSP He peanusyet poccuiickue
KpunTorpacnyeckne anropuTMmbl camocTosTesbHo. Bce kpunTorpadmyeckue onepaumm OCyLLECTBASIOTCS MNyTEM
MCMOIb30BaHNST COOTBETCTBYIOLMX BbI30BOB Kpuntonposaiigepa Kpuntollpo CSP.

1.1

MporpammHo-annapaTHble cpeabl (PyHKLMOHNPOBAHUS

Kpuntollpo JavaCSP dyHkumnoHupyet nog ynpasneHnem cnegyrowmx Java-mawimt:

e Java-mawwnnel npoussoactea Oracle Ha 32-6uTtHoii n 64-6butHoii nnatdopme:

«Java(TM) 8 Runtime Environment, Standard Edition» sepcun 1.8;

e Java-mawwuHbl npoussoactea Oracle Ha 64-6uTHoin nnaTdopme:

«Java(TM) 11 Runtime Environment, Standard Edition» Bepcun 11;
«Java(TM) 12 Runtime Environment, Standard Edition» Bepcun 12;
«Java(TM) 13 Runtime Environment, Standard Edition» Bepcun 13;
«Java(TM) 14 Runtime Environment, Standard Edition» sepcun 14;

(TM)

(T™M)

(

«Java(TM) 16 Runtime Environment, Standard Edition» sepcun 16;

M
M
«Java(TM) 15 Runtime Environment, Standard Edition» Bepcun 15;
M
«Java(TM) 17 Runtime Environment, Standard Edition» Bepcun 17;

e Java-mawwunel JOVM npoussogctea IBM Ha 32-6uTtHoii n 64-6utHoii nnatdopme:

«Java(TM) 8 Runtime Environment, Standard Edition» Bepcun 1.8;

e Java-mawnHel «OpenJDK>» Bepcun 8 Ha 32-6uTHoii u 64-6uTtHoii nnatdopme;

e Java-mawwunbl «OpenJDK>» Bepcuin 11/12/13/14/15/16/17 na 64-6utHoii nnatdopme;

e Java-mawwmnbl «Libericay sepcwnii 8/11/12/13/14/15/16/17 Ha 32-6butHoii n 64-6buTtHoii nnaTdopme.

Kpuntollpo JavaCSP gonxeH mcnonb3oBaTbes ¢ cepTudMUUpoBaHHbIMY Java-MalvHamMu, COOTBETCTBYIOLNM

TpeboBaHuAM

besonacHocTM pa3paboTymka. 3alMLEHHOCTE KPUNTOrpacpuHecKUX ODBEKTOB, CO34aBaEMbIX U

obpabaTbiBaEMbIX KPUMTOMNPOBARLEPOM, 3aBUCUT OT CTEMEHU 3aLLMLLEHHOCTI U KOPPEKTHOCTN Java-MaLlvHbl, N MOXET
BbITb CHUXXEHA MPU NCMOL30BAHMMN BUPTYasibHbIX MalUWH, HE UMeoWUX cepTudumKkaTa.

Co cnuckom CepTVICbI/ILI,I/IpOBaHHbIX Java-malinH MOXXHO 03HAaKOMUTLCS MO cnegyrownm agpecam:

https://developer.ibm.com/javasdk/downloads/

http://www.oracle.com/technetwork/java/javase/downloads/index.html

https://openjdk. java.net/

https://bell-sw.com/pages/java-11.0.2/

1.2

CocTtas CK3U1

KpunTollpo JavaCSP BbinosHeH B ciegytoliem cocTase:
e kpunTonposaiigep (MoAyNb Ha NPUKIAZHOM YPOBHE);
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Mogynb ceTeBoii aytentudpukaumu (Kpuntollpo JavaTLS);

Moay/b 0bpaboTku ceptudmkator n pabotsl ¢ CMS;

bubnnoTteka, obecnednsatolas nogkatoyeHne n yHKLUOHNpPoBaHNe Kitoyesbix HocuTenein (RDK);
MOAY/Ib NMOAAEPXKKU MHTepdbelica nof ynpasieHneM BUPTYaNbHONR Java-mawwnHbl;

Habop mopyneii n Java-knaccos nns nogaepxku untepdeiica JCA.

1.3 KnouyeBble HOCuTEenn

MNepeyeHb NoaaepXKMBAEMbIX KIOYEBLIX HOCUTENER B 3aBUCMMOCTM OT MPOrpaMMHO-annapaTHOW niaaTdgopMsl
otpaxkeHo B XXT51.00101-02 30 01. Kpuntollpo CSP. ®opmynsp, n. 3.9.

Vicnonb3oBaHue HocuTenein gpyrmx TUMNOB AOMYCKaeTCs ToNbko no cornacoeaHuto ¢ PCH Poccun.

HocuTeneid, Ho He BxoaaT gpaiisepsl ans OC. Mo Bonpocam nosnyyeHusi gpaiiBepoB HeOOXxoANMO ObpaLLaTLCs

@ Mpumeyvanne. B coctas auctpmbytusa CK3U Bxogat 6ubnmoteknm nogaepKKy BCeX MNEPeYNCIEHHbIX
K MPON3BOAUTENSIM COOTBETCTBYHOLLMX YCTPONCTB.
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2 VYcTaHoBka u yaaneHue aunctpubytumsos 10 CK3U

K ycraHoBke u 3KCmayaTauuum MPOrpamMMmHOro obecrnedeHusi, umetowero B cBoem coctase CK3WU,
JONyCKalTCA AnLa, npollesline CoOOTBETCTBYIOLLYIO NOAMOTOBKY M U3Y4YMBLUME DKCMJyaTaLMOHHYIO AOKYMEHTaLUIO
Ha COOTBETCTBYIOLLME NPOrpaMMHbIE CPEACTBA.

MNpu ycTanoeke nporpammuoro obecnedernunsi CK3W Heobxogumo:

e Ha TexHuueckux cpegcreax, ocHauweHHbix CK3W, ucnonb3oBaTb TONLKO JIMLEH3NOHHOE MPOrPaMMHOE
obecneyerne bUpM-N3roToBUTENENA.

e VCTaHOB/IEHHOE MpOrpaMMHOe obecnedeHne He [OJDKHO COAepXKaTb CPeAcTB pa3paboTku u OTNaAKw
NPUAOXKEHWUA, a TaKXKe CPEeACTB, MO3BOMSIOWMX OCYLUECTBAATL HECAHKLMOHUPOBAHHbLIA OCTYNM K CUCTEMHbLIM
pecypcam.

e Annapatypy, Ha koTopoii ycraHaenusaetcs CK3U, cnegyetr nonydats y AoOpPOCOBECTHOrO MPOU3BOAWUTENS,
NPOBEPsIst HAJIMYNE NOATBEPXKAAOLMX PabOTOCNOCOBHOCTL AOKYMEHTOB.

o Pekomenpgyetcs yctanoeka cpegcts 3awmtsl o HCI v npu ncnonbsosanun CK3W B cooTBeTcTBUM C KNAccom
KC1.

e [lpu ycrtaHoBKe Java nosyynTb y MPOU3BOAWUTENS MOCIEAHION OUUNANbHYIO BEPCUIO, COLEPXKaLLyto BCe
nporpamMmmHbie OBHOBAEHUSI, CBSI3aHHbIE C HE30MACHOCTLIO.

e [lepen ycranoekoii CK3W npoeeputb nporpammHoe obecnedenune NMIBM Ha oTcytcTeue BpesoHocHoro MO
1 NPOrpamMMHbIX 3aKNafdoK.

e [lpegycMoTpeTb Mepbl, UCKOYAOLLE BO3SMOXHOCTb HECAHKLMOHMPOBAHHOrO U3MEHEHUS annapaTHOR YacTu
pabouyeii ctaHuymn ¢ yctanosnenHsim CK3 (nytem onevaTsiBaHus cuctemuoro 6noka u passvemos [19BM u konTpons
neyatell agMUHNCTpaTOpoM besonacHocTn).

e [locne ycranoeku Kpuntollpo JavaCSP, Ho go Havana ero ncnonb30BaHusi, HeOBXOLMMO BOCMO/b30BABLUINCH

yTuanToli kKomaHgHoli ctpokn CPVerify.Prompt cozgaTh xpaHuiuiia KOHTpoOsMpyembix palisioB, Kak OMUCaHO B
CPVerify.

2.1 Cnocobbl ycTaHOBKN

B cnyyae ucnonbsoaHus Java-mawun Bepcum 11 n Bbiwe:

YcraHoeka Kpuntollpo JavaCSP B cnydae akcnnyatayun MO 8 OC Windows/*nix He Tpebyetcs.
DKCnyaTauus OCyLECTBASIETCS NyTeM foDaBNeHUst NPOBAiAEpOB B CMNCOK java.security:
security.provider.<N>=JCSP

security.provider.<N>=Crypto
security.provider.<N>=RevCheck

Nan nporpammuo, ¢ nomowsto Security.addProvider:

Security.addProvider (new JCSP()); // mposaiimep JCSP

Security.addProvider (new RevCheck());// mpoaiimep mpoBepku cepTudpuraTtoB JCPRevCheck
// (revocation-nposaiinep)

Security.addProvider (new CryptoProvider());// mpoBaiinep muppoBamusa JCryptoP

BubnunoTekn nosmxHbl bbITh gobaeneHsl B classpath.
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B cnyyae ncnonbsosaHusi Java-mawiuH sepcun 1.8:

Ons ycranoskn Kpuntollpo JavaCSP na M9BM c yctaHoeneHHoi Java-mawmnHoii Bepcum 1.8 cnepyiite nHCTpyKumu,
OnmMCcaHHOli B cooTBeTCTBYoWEeM ncnonb3yemoii OC pasgene.

OcHogHoii cnocob yctaHoeku Kpuntollpo JavaCSP coctounT B 3anycke komaHgHOro chaiina, BXOASILLEro B COCTaB
anctpubytuea CK3W; nmMsa komaHgHoro cpaiinia 3aBACUT OT OMEPaLMOHHOR CUCTEMbI, HA KOTOPYIO MPOU3BOANTCA
yctaHoeka. Jpyrue cnocobel — 3To yctaHoBka oTaessHo Mogynst JavaCSP ¢ nomowsto yctanoswmka JCSPInstaller
UAN C MOMOLLLIO ONUMK -jar MPOrpamMMbl java.

B cucreme yxxe moxet 6b1Tb yctanoenen Kpuntollpo JavaCSP 6onee paHHeii Bepcun. B atom cnyyae mogynb
Kpuntollpo JavaCSP moxeT bbiTh 0OHOBNEH COrNMacHO MHCTPYKUMSM, NpuBeaeHHbIM Huke. Cnefyer yunTeiBaTh, YTO
MEeXAY BEpCUMSIMU MPOLYKTOB MOTYT DbiTb CyLleCTBEHHbIE OTANYKSA, B 3TOM Ciydae nepef yctaHoskoi Kpuntollpo
JavaCSP Heobxogummo npensapuTesibHO yaanuTh MPeabIAyLLyO BEPCUIO NPOSyKTa.

Ons ycranosku Kpuntollpo JavaCSP Heobxogumo nmeTs npaBa agMuHMCTpaTOpa Ha faHHOV paboyeli cTaHuuu.

2.2 Kopguposku B Java

Mpun 3anycke knaccos Kpuntollpo JavaCSP coobuieHus BynyT BoIBOAUTLCS B KOAMPOBKE, NpuHsaTol B Balweii
BUPTYaNbHO MawuHe Java no ymondanuo. Ecnn kopuposka, yctaHoenenHast Java npw 3anmycke, oTaM4aeTtcst ot
KOLVPOBKUN OKHa, TEKCT DyaeT oTobpaxkaTbCsi HEKOppekTHO. /I3MeHUTL KOAMPOBKY Mpu 3anycke Java MOXHO, yka3aB
3HayeHueM nepemMeHHon file.encoding Hy>XHyO KOAMPOBKY, Hanpumep:

java -Dfile.encoding=Cp866 -version
13 kopa nporpaMmMbl CMEHUTH KOGUPOBKY MOXHO METOAOM:
System.setProperty("file.encoding", "UTF-8")

Ecnu Bbl xotute, 4tobbl Kpuntollpo JavaCSP ebiBogun coobliueHns B Apyroil KOANpoBKe, USMEHNTE 3HaYeHNe
nepemeHHoii. Takoe BO3MOXHO, HanpuMmep, ecim Bbl cobupaetech nepeHanpasuTb BbiBog B haiiil U aHAaAU3MPOBATh
€ro noToM, WUCMOJIb3ysi APYrYO KOAUPOBKY:

install.bat \java >log.txt 2>&1

B UNIX-cuctemax Java-malumHel nCnonb3ytoT AJsi OnpefeneHns KOgUMPOBKM 3HadeHue nepemenHoin LANG.
Moxanyiicta, ybeautech B TOM, 4TO 3HAYeHUE 3TOI NMepeMeHHOl COBNajaeT C KOAMPOBKOi Baliero okHa.

2.3 V¥YcrtaHoska Ha Windows

B cnyyae ncnonbsosanusi Java-mawinH Bepcuu 11 u Bbiwe:

Vcranoeka Kpuntollpo JavaCSP B cnyuyae akcnnyaTtauun MO 8 OC Windows He Tpebyetcs.

Vcranoeka Kpuntollpo JavaCSP na OC Windows ¢ yctavoenenHoli Java-mawwunoii sepcumn 1.8 gonxkHa
MPOBOANTLCS aAMUHUCTPATOPOM C MOMOLLBIO KOMAHAHOW CTPOKM M3 Mankn C MHCTaNASTOPOM:

setup_console.bat <myrs_xk_JRE>
Hanpumep: setup_console.bat "C:\Program Files\Java\jdkl.8\jre"

Mpu 3Tom BymeT mcnonb3oBaTbCst McnoHsiemblin daiin <JRE>\bin\java.exe, a Takxe Dyger npomsseaeHo
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nonHoe ypaneHue daiinos Kpuntollpo JavaCSP, uto moxeT 6biTe Heobxogumo npu paspelleHun OWmnbOYHbIX
cutyauuii. B nobom cnydae, nepef yCTaHOBKOW aBTOMATUYECKU OCYLUECTBASETCS MOMbITKA AENHCTaMIALUN
Kpuntollpo JavaCSP Ha cnyuyaii, ecnu oHo bbIio paHee yCTaHOBMEHO.

Ecan ums komnanum cogepXxnT npobenbl, TO OHO JOJIKHO ObiTb 3aK/tOHEHO B KaBblYKU. Ecin nms komnanum
YKa3bIBAaETCSl HA PYCCKOM $3blKe, TO KOAMPOBKA AOJKHA COBMafaTh C ykasaHHol B <JRE>\1ib\font.properties.

Mo oKOHYaHMM MPoLECcCca YCTAaHOBKU HEOBXOAMMO ybeanThCsl B KOPPEKTHOCTU YCTAHOBKU U BBECTU JIULEH3MIO
(cm. Beog cepuiiHoro Homepa nuueHsumn). Ecain oHa He Bbina ykasaHna cpasy, HeobxoguMo 3anycTuTb CLEeHapuii:

ControlPane.bat <myts_x_JRE>

Ecnu ycTtaHoBka 3aBeplinnack ycnewHo, To byger 3anyuieHa KOHTPOJIbHash MaHeNb, B Hell HeobxoanMo nepeinTu
Ha Bkiagky Java CSP. lNMpu HeobxognmocTun BBEANTE NLEH3MIO, KaK 3TO ONuncaHo B pasgene Beog cepuiiHoro Homepa
JINLEH3NN.

B cBA3M C BO3MOXHOCTLIO OAHOBPEMEHHOro cocyliecTBoBaHust Heckonbkux JRE Ha opgHom komnbtoTepe
HeobxoAnMo cneanTb 3a TeM, 4TODbl YCTaHOBKa, yaaneHme u ucnonbsosaHue Kpuntollpo JavaCSP nposogunock
ogHum un Tem xe JRE, TO ecTb mporpammHbie MoZynu 3anyckanucb OAHUM U TEM XK€ WCMOJIHSEMbIM halisiom
<JRE>\bin\java.exe.

2.3.1 VYcTaHoBKa C NOMOLLbIO rpachn4eckoro NHCTannsaTopa

Vcranoeka mogynsi Kpuntollpo JavaCSP Bmecte ¢ HaTuBHOW OuGAMOTEKON MOXET TakXKe MOXET ObiTb
BbIMOJIHEHA C MOMOLLbIO rPachNyecKoro yCTaHOBLYMKA setup.exe. 3anyck setup.exe JOJKEH MPON3BOAUTLCS MOA
ynpaBJieHneM y4YeTHOW 3anncnm agMUHUCTpPaTopa.

Mowarosbili npouecc ycranoeku Kpuntollpo JavaCSP ¢ nomoubto rpadhmyeckoro ycTaHoBLMKA NpeACTaBieH
Ha puc. 1 — 3.

|£: | JCP Installer — K

/7~ N\
P KPMTOMPO
N—""

Bbibepute a3bik/choose language:

Pycckmit 3

Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucynok 1. OkHo BbibOpa si3blKa MHCTANNATOPA
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n JavaTLS

|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—""

YcraHoBKa
BoiGepute aeiictene:

(®) YcraHoBuTh

(O Yaanuts
Crypto-Pro Installer, 2005-2018
Hazan OTtmeHa
Pucyrok 2. OkHo Bbibopa geiicTBus
|£] JCP Installer — X

/N
P KPUMTOMPO
N—""

YcraHoBKa
lMonbzoBaTenbCKOE NULIEH3MOHHOE CcornallleHue

Kpuntollpo JCP ~
JIMUEH3MOHHOE COIMNALEHWME

CpoK UCNONb30BaHUA AeMOHCTPaUMOHHON Bepcun KpunTtollpo JCP orpaHHyeH
90 OHAMKU C MOMEHTE YCTaHOBKH.

Mepenaya Npae Ha UCNONb30BaHWe NPorpaMMHoro obecneyeHua
npoussoacTea 000 "KPUNTO-TIPO" ocyllecTBAAETCA Ha OCHOBaHMK
JIMLEH3HOHHOrO COTNALLEHHS.

(® 91 npuHMMato

() 91 oTkasbiBaH
Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

Pucynok 3. OKHO C NNLEH3NOHHBLIM COralleHneM

Mocne Bbibopa si3bika u AeiicTBust (yCTaHOBKA/yAaseHNE) MaCTEPOM YCTaHOBKM OyfAeT MpeasiokeHo ykasaTb,
B Kakoii JRE BygyT npomsBoguTbCsi HacTpoiika, Kakme MOAYNM CreAyeT yCTaHoBUTb/yaanuTs/obHoBuTs (cMm. puc. 4,

puc. 5).
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n JavaTLS

|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—""

YcraHoBKa
Bbibepute JRE
(®) YcraHosnenHbie JRE
C:\Program Files\Java\jre1.8.0_172 E2
() BoibpaTb JRE

OTKpbITh. ..

Onucanue JRE:
Version: 1.8.0_172, 64-bits

Crypto-Pro Installer, 2005-2018

Hazan Hanee

Pucynok 4. OkHo Bbibopa JRE

|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
\—"

YcraHoBKa

BrifepuTe npoaykTLI:
KpurTonposaiigep JCP
BKNKOUMTE YCUIEHHBIA KOHTPOIb MCMONE30BAHNA KNkoYei
Mogayne WwhgpoBaHns
|:| Mogyne NoAAepHKM KapT W TokeHoB, Tpebyer OCF (ycTapen)
[ Moayne noanepskun kapt u TokeHos
|:|'I'LS npoeaigep

[ Mopynu CAdES, XAdES, TpebyioT bouncycastle: be™-jdki5on-1.50

HaTuedslil KpunTonpoBaiigep Java CSP, TpebyeT Kpuntollpo CSE

MpoBaigep No yMonyaHuH:

Java CSP (3w, 3UN, wudpoeaHine) W

Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

PucyHok 5. OkHo BbIbOpa npoaykTa

MNpn ycTaHoBKe nNpoBaiifjepa MOXHO YKa3aTb, Kakoli W3 HuWX OymeT uCnosib30BaThCs Mo ymondanuo. B
JanbHelileM 3TO HaCTPOIiKy MOXHO U3MEHUTH B NaHeNU Ha 3aknagke « Anroputmbly. B 3aBucumocTn ot npuopnTeTa

TOT WJIN MHOIA npoBaiigep byneT HaxogMTLCS Bbille B CMIUCKE NPOBAigepoB java.security.
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@ Mpumeyanne. MNpn ycranoeke mogyns CadES Heobxogumo ckonuposath B nanky <JRE>/1lib/ext daiinbi
bnbnnotek bouncycastle.

C nomoLubto NyHKTa «YCTaHOBUTLY MOXET OblTb NPOM3BEAEHA KaK YCTaHOBKA, Tak U obHOBNeHMe mopyneii.
Ecnn B ykasannoit JRE yxe umeerca ycranosnenubii JCP n gpyrue mogynu (8 tom uucne JavaCSP), to moxer
BbITb NPeAnoXeHO Ux OOHOBUTL, €C/IM UX Bepcus ycTapena. 3atem OyaeT NpeafoXeHO yKasaTb cepuiiHblie HOMepa
BbIOpaHHbIX ANsi yCTaHOBKM NpogykToB (cm. puc. 6). Ecam oHn He ykasaHbl, To OygyT ncnosib3oBaHbl CepuiiHble
HOMepa MO YMOJYaHNIO CPOKOM felicTBus 3 mecsiua. B 3ToM e okHe BO3MOXXHA MpPOBepKa JuLEH3NIA.

|£ | JCP Installer — X
/7~ N\
P KPUMTOMPO
\.__/—
YcTraHoBKa
BeeauTe cepuitHble HOMepa AN NPOAYKTOB:
JCP:
JTLS:
JCSP:

Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

Pucyrok 6. OkHO BBOZA CEpWiiHLIX HOMEPOB MPOAYKTOB

[Nanee bynet npeanoxeHo NpoBepuTbL KOPPEKTHOCTL BBEAEHHON paHee mHcpopmauum, ypaneHue Hactpoek (B
cnyyae yganenusi mogyneii) (cm. puc. 7).
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. Nicnonb3osanne JavaCSP

|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcraHoBKa

MpoBepbTe, BCE N HACT POIMKKN YKa3aHb! BEPHO.

CNWCoK MOZYNei:

#% KpunToONpoBaiaep JCP
CepuiHbIA HOMEp:
YCUIEHHBIA DEXMM KOHTPONS KHOYEii: BKIHYEH

*% Mogynb WrdpoBaHWua

** HaTWBHBII KpUNTONpOBaiigep Java CSP, TpebyeT Kpuntolpo CSP
CEPUIAHBIA HOMED:

** MpoBalidep No YMONYaHMEo:
Java CSP (x3w, UM, wubposaHwe)

Y0anuTb COXpaHeHHble HaCTDOI:i KH

Crypto-Pro Installer, 2005-2018
Hazan YcTaHoBKa OTmeHa

Pucyrok 7. OKHO NpoBepKM HACTPOEK YCTaHOBKM/yaaneHus

3atem npousoiifeT ycTaHOBKa/yfaneHne BbIOpaHHbLIX MPOAYKTOB C BbLIMOJHEHUEM JIOTMPOBAHUS B OKHe
ycTaHoBwmka (cm. puc. 8).

|£ | JCP Installer — K

/7~ N\
P KPUMTOMPO
N—r"

YcraHoBKa

MMpoLecc MOXET 3aHATb HECKOMBKO MUHYT.
Moxanyicra, NoaoXauTe...

LaUnEU Uy . Java.iang. iy Ui el TOU L ALE DU, TUL Oy pPOOrT U O P IOUTs. U _£L.

at java.lang.Class.getConstructorO(Unknown Source) 2
at java.lang.Class.getConstructor(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_23.a(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_23.a(Unknown Source)

at ru.CryptoPro.JCP.tools.cl_22.run(Unknown Source)
... 9 more

>

Crypto-Pro Installer, 2005-2018
YcTaHoeKa OTmeHa

Puncyrok 8. OkHo npouecca ycTaHOBKM

B cnyyae ycnewHoro BbinonHenus yctaHoBku bypet otobpaxkeHo okHo (cm. puc. 9). lNocne nepexoga panee
B C/lyyae YCTAHOBKU MOXET OblTb MPeasioXKEHO 3anyCTUTb MaHefb YNpaBieHUs M CO34aTb SAP/bIK AJst 3anycKa

KoHTponbHoii naHenn Ha Paboyem crone (cm. puc. 10).
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—""

YcraHoBKa
Mpouecc 3aBeplueH.

T T T
$$ Arguments $$ A
exec arg: C:\Program Files\Java\jre1.8.0_172\bin\java.exe

exec arg: ru.CryptoPro.JCP.Util.SetPrefs

exec arg: -system

exec arg: -node

exec arg: /ru/CryptoPro/JCP/ULil

exec arg: -key

exec arg: PaneDefaultProvider_class_default

exec arg: -value

exec arg: 0

Default provider completed: 0

v
< >
Crypto-Pro Installer, 2005-2018
Hanee OTMeHa
Pucyrok 9. OkHoO c pesynbTaTamMu yCTaHOBKM
|£ | JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcraHoBKa

[Mozapaensaem! BoiNONHEHWE 3aBepLUEHO.

Co3naTb ApNbIK Ha paboyeM cTone

3aI'IYCTI"ITb NnaHenNb ynpasneHua

Crypto-Pro Installer, 2005-2018
3aKpbITh

Pucyrok 10. 3aBeplueHune ycTaHOBKM

[Npouecc yaaneHns oTANYaETCs OT YCTAHOBKM TONBKO OTCYTCTBUEM HEKOTOPLIX LLATOB, TaKNX Kak JINLEH3NOHHOE
cornalleHue, BBOJ, CEPUAHBIX HOMEPOB.

B cnyuyae owmnbku cooTeeTCTBYytOWEE COODLEHNE NOABATCA B XO4€ WM Npu 3aBeplieHnn onepaumn. Ecnm no
KaKUM-TO MPUYMHAM YAANUTb NPEAbIAYLLYIO BEPCUO He yaaetcs (Hanpumep, aiifibl 3aHATbI APYriM MPOLLECCOM),
OyneT npensiokeHo nepesanyCcTuTb YCTaHOBLUMK (cM. puc. 8).
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=

/7~ N\
P KPUMTOMPO
N—"

YnaneHune
HeobxoauMo nepezanycTUTb MHCTANNATop.

s e
®aitn C:\Program Files\Java\jre1.8.0_172\lib\ext\QCF.jar He HaigeH. A
Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\)JCPRevChe
Owwubka npu yonanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\JCPRevT o0
Owwbka npu yaanednn C:\Program Files\Java\jre1.8.0_172\lib\ext\CAdES.jar
Owwubka npu yaanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\XAdES.jar ¢
Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\AdES-core.
Owmbka npu yaanednn C:\Program Files\Java\jre1.8.0_172\lib\ext\XMLDSigRI
®aiin C:\Program Files\Java\jrel1.8.0_172\lib\ext\JCSP.jar He HaigeH.

Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\J6Oscar.jar
®aitn C:\Program Files\Java\jre1.8.0_172\lib\ext\J6CF.jar He HailaeH.

Owwubka npu yaanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\Rutoken jar

< >
Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucynok 11. Owubka npy yaaneHnn KOMNOHEHTOB

Mocne HaxaTusi Ha kHoOMKy «[lanee» ycTaHoBWUK OyaeT nepesanywieH U nepelijeT K CTaguu NPOBEPKM
BBEAEHHOI MHdopMaumn (CM. puc. 7), MOC/iIe Hero paHee MpepBaHHas OMepaLnsi YCTaHOBKU/yAaNeHNsi MOXET ObiTb
BO30OHOB/IEHA N 3aBepLUEHA.

2.3.2 YcTaHOBKA C NOMOLbIO KOMaHAHOW CTPOKU

KoHconbHasi Bepcusi ycTaHoBwmMka setup_console.bat npu 3anycke Tpebyer ykasate JRE. Ona mano
OTANYaeTcs OT rpachnyeckoii sepcun. Bo3amMoxHbl 2 BapraHTa MCMNOIL30BaHMSI KOHCOIBHOMO YCTaHOBLLMKA:

1) nowaroBo ykasbiBaTb si3blk ycTaHoBwMka, JRE 1 BBOAMTL faHHble aHANOTMYHO TOMY, Kak 3TO AeNaeTcs
B rpacpr4eckoM YCTAHOBLUMKE; MpW 3TOM MOXHO WCMONb30BaTh KiaBuwy Enter gns coxpaneHns 3HadeHusi mno
YMONYAHMIO HA KaXKJOM Luare.

2) BbINOMHMTL YCTAaHOBKY/yAaneHue 6e3 B3aumopeiicTBusi ¢ nosb3oBaTtenem. ObsizaTenbHo Heobxognmo
yKa3blBaTb aprymeHT -force. DTO BO3MOXHO NPy UCMOIb30BAHMN LONOJHATEbHBIX NaPaMETPOB KOMaHAHOI CTPOKM,
Hanpumep (setup_console.bat -help):

setup_console.bat <JRE> -force [-ru | -en] [-install | -uninstall] [-jre <value>]
[-jcp | -jcryptop | -cpssl | -cades | -rutoken | -j6cf | -jcspl [-serial_jcp <value>
-serial_cpssl <value> -serial_jcsp <value>] [-rmsetting] [-default_provider [0]1]]

roe:

e [-ru|-en] — A3bIk nHcTanNsTOPA,

e [-install | -uninstall] — BbibpanHoe gelicTeune (ycTaHoBka uan yaanexue),

e [-jre <value>] — nyts k JRE (no ymonuanuto, ecnm napametp He 3agaH, bygeT mcnonb3oBaTbes
Tekywas ucnosnHsiemas JRE),

e [-jcp | -jeryptop | -cpssl | -cades | -rutoken | -j6cf | -jcsp] — ocHoBHbIE fOCTynHbIE MoAyAN,

e [-serial jcp <value> -serial cpssl <value> -serial jcsp <value>| — cepuiinble HOmepa Ans
BbIOPaHHbIX NPOLYKTOB,

e [-default provider [0 | 1]] — nposaiigep no ymonuanuto (0 — JCP, 1 — JavaCSP),

e [-rmsetting] — yganeHne cyllecTBytoWNX HACTPOeK (TONBLKO NpY yAANEHN MOAYNEN).
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BofbWMHCTBO apryMeHTOB MOXET ObITb OnyLieHo. Tak, OTCYTCTBUE OMUUU -jre MPUBEAET K WUCMOJIb30BAHMIO
Tekyweli ucnonusiemoii JRE, 3apanHoii 8 <JRE>.

Mpumepbl kKomMaHa:
1) ycraHoeka JCSP n cpSSL B C:\ProgramFiles\Java\jre8 c ykasaHuem cepuiitoro Homepa ansi JCSP n
HasHadeHuem JCSP nposaiigepom no ymondanumto:

setup_console.bat "C:\Program Files\Java\jre8" -force -ru -install -jre "C:\Program Files\
Java\jre8" -jcp -jcsp -cpssl -serial_jcsp XXXXX-XXXXX-XXXXX-XXXXX-XXXXX -default_provider 1

2) ypanenune JCSP B JRE no ymonuanuto (Tekywasi ncnonxsiemasi JRE):

setup_console.bat "C:\Program Files\Java\jre8" -force -en -uninstall -jcsp

B atom cnydae nocne yganenus JCSP Bce ewe ocraetcs nposaiifepom no ymondauuto. [1is n3meHeHus
npoBaiifepa No YMOMHAHUIO BOCMOJb3YATECH 3aKNAAKONR « ANrOpUTMbI».

2.4 VYcrtanoska Ha UNIX n Mac OS

B CJlyHa€ ncnoJib30BaHuA Java-mawinx BEPCUN 11 n BbiwWwe:

VcraHoeka Kpuntollpo JavaCSP B cnyvae skcnayatayum MO B OC *nix e Tpebyerca. B cnyvae OC
*nix nactpoiika CK3W coctout B 3anycke komaHgHoro chaiina configure.sh, exogswero B coctae guctpubyTtusa
Kpuntollpo Java CSP, gns co3paHusi uepapxum nanok, HeoOXOAUMOWA AN CO3LaHUSt U XPaHEHUS KIIHOHEBbLIX
KOHTEHEPOB. 3anyck KOMaHAHOrO haiifia OCYLLECTBASIETCS MOA YNPaBAEHMEM YYETHOR 3anncu agMMHMCTPaTOpa.

VYcranoska Kpuntollpo JavaCSP na OC UNIX ¢ ycraHoenenHoli Java-mawmHoii Bepcun 1.8 ocyuiectensieTcs
aHasornyHo yctaHoske Kpuntollpo JavaCSP Ha Windows, ¢ pasHuueli aniwb B ncnonHsiemsix daiinax gas yCTaHOBKM
1 3anycka KOHTPOJILHOW naHesun.

Ons ycraHosku Kpuntollpo JavaCSP HeobxoanMo BbINOAHUTL KOMaHZY:
./setup_console.sh <myts_x_JRE>

Hanpumep: setup_console.sh /usr/java/jdkl.8/jre

Ons yaanenna Kpuntollpo JavaCSP HeobxoanMo BeINONHUTL KOMaHAY:
setup_console.sh <myTs_x_JRE>

[ns 3anycka KOHTPOJIbHOW NaHeNn HeobXOANMO BbINOIHUTL KOMaHAY:
ControlPane.sh <myTb_x_JRE>

Mpu 3Tom BygeTt ncnonb3osatbes ucnonHsiemslii daiin <JRE>/bin/java.

Vcranoeka Kpuntollpo JavaCSP pgonxna ocyuwiectBnatecs agMmuHucTpatopoM. [lpaBa, Heobxogumble ans
yctanoeku JavaCSP, MoXHO nony4nTs ofHUM U3 Cleaytowmx cnocobos:

e Boiitn kak nonbsosaTenb root;

e Buinonuue komanay "su";

e Boinonnue komangy "sudo -s" (eguHcTBeHHbIA wTaTHbIN cnocob gns Mac OS).

[pyroii BapuMaHT yCTaHOBKM — C MOMOLWbIO rpaduyeckoro setup_gui.sh B cucrtemax Unix n Mac
OS ananornynsl Windows, 3a wuckntoueHunem ogHoro otmnmuus: JRE pns ycraHoeku/yganeHuss B rpacdmyeckom
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YCTAHOBLUMKE HEOBXOAMMO yKa3aTb C nomowbto KHOMKNM «OTKpbITh. .. » (cM. puc. 4) unm Bnucas B cneyunanbHoe
none.

['pachmyecknii yCTaHOBLUMK 3aMyCKAeTCs C MOMOLLbIO CKpUNTa setup_gui . sh nog ynpasieHnem y4eTHOR 3anmcu
agMuHucTpaTopa. PaboTa KOHCOILHOrO ycTaHOBLMKA onucaHa B pasg. 2.3.2.

2.5 JlokanbHas ycTtaHoBka Bbi3oBOM Java

B cnyyae ncnonbsosanusi Java-mawnH Bepcuu 11 u Bbiwe:

Vcranoeka Kpuntollpo JavaCSP He Tpebyetcs.

Mpu ycTaHoske Kpuntollpo JavaCSP Ha onepauuoHHble cuctems € ycTaHOBEHHOR Java-mawuHoli Bepcun 1.8,
otnyuble ot Windows n Unix, Heobxogmmo BoCnosib30BaThbCA YCTAHOBKOW Yepe3 Bbi30B Nporpammsbl Java.

MNepen 3anyckom yCTaHOBKU HEOBxoauMo ybeauTbcst B TOM, YTO:

® BCe CIDaVIJ'IbI ONA YCTAHOBKN HaxXOoAATCA B O4HOM KaTaJiore;

e B nepemeHHoii okpyxeHust PATH nepebim BcTpedaetcs katanor <JRE>/bin/ umenno Toii Java-mawmHsl, B
KOTOPYIO MAAHUPYETCS NPOBOANTLCS YCTAHOBKA, MO0 MPU KaXKAOM BbIMOJSIHEHUN KOMaH/A, YKa3bIBA€TCS MOJIHbIN NyThb
K ncnonHsemomy daiiny Java;

® YCTAaHOBKA MPOU3BOAUTCSA aAMUHUCTPATOPOM.

[ns 3anycka nporpammbl yCTaHOBKM Heobxo4MMo BbI3BaTh Java ¢ nmeHeM jar-chaiina, Hanpumep:
java -classpath JCSP.jar ru.CryptoPro.JCSP.JCSPInstaller

[porpamMa yCcTaHOBKYM NOAAEPXKUBAET CAEAYHOLLNE KOMAHAbI:

-install

VcTaHOBKA NakeTa WM HECKOJSIbKMX MaKeTOB.
-uninstall

VnaneHne ofHOro UM HECKOJIbKUX MaKeTOB.
-installed

Mony4yeHne cnucka YCTaHOBJIEHHbBIX NaKETOB.
-help

[Nony4yeHume cnpaBku.

Mpu BbLINOMHEHNN KOMaHAbI MOTYT DObITb YKa3aHbl LOMOJHUTENbHbIE OMLMUNA:
-skipFiles

3anpetuTs konupoeate wan yaanate JAR-caiinbl.
-rmsetting

Vpanute Bce HacTpoiiku. [pn 3aganum 3Toli onuumn OynyT ypaneHbl BCE MOJMb30BATENbCKUE U
aJMVHUCTPATUBHbIE HACTpolikn. PekomeHayeTcst NCNob30BaTh 3Ty ONUUIO TOJILKO Npu nosaHoM yganeHun Kpuntollpo
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JavaCSP c komnstoTepa. MNpu obHoeneHun sBepcnmn Kpuntollpo JavaCSP, a1y onuumto ncnonb3oeath He pekoMeHyeTcst.
-verbose [<file>]
HetannanposaHHbili BbIBOJ NPOTOKOA Ha 3KpaH uau B daiin <file>.
-dest [<folder>]
VcranoeuTb B Katanor <folder>.
-force

OTKOYNTL NPOBEPKY HANMYMS PaHEe YCTaHOBNEHHOIO/y[aNeHHOro NakeTa.

[ns nonnoii yctanoskn Kpuntollpo JavaCSP Heobxogumo 3anyctuTs:

java -classpath JCSP.jar ru.CryptoPro.JCSP.JCSPInstaller -install

Mpu yctanoeke naketa JavaCSP MoryT ObITb yka3aHbl SOMOAHUTENbHBIE ONUN:
-serial XXXXX-XXXXX-XXXXK-XXXXK-XX XXX

VcranoBka cepuiinoro Homepa XXXXX-XXXXX-XXXXX-XXXXK-XXXXX
-company "Your Company"

VCTaHOBKa KOMMaHWM BAafesbLa CEPUIAHOrO HOMEpPA, UCMOJIb3YETCsl TOJBKO COBMECTHO C -serial.
Ecnu ums koMnanum copgepXut npobesibl, TO OHO JO/KHO ObITb 3aK/IOHEHO B KaBbIHKM.

Ons ypanenus JavaCSP Heobxopumo 3anycTuTb Knacc BapuaHT yCTaHOBKKM C onuueli -uninstall, Hanpumep
cregyowmnM obpasom:

java ru.CryptoPro.JCSP.JCSPInstaller -uninstall -skipfiles delfiles.lst

MNocne 3aBeplieHus npouecca yganenus JavaCSP, Heobxoarnmo yaanuTe Bce daiifibl MMEHA KOTOPbIX HAXOAATCS
B cnncke delfiles.lst. Takxke HeobxogMMo yaanuTe 6ubanoteky cspjni.

2.6 Bsop cepuniiHoro Homepa JNUEH3NN

Ons pabotsl ¢ nuuensmein Kpuntollpo JavaCSP mMoxHo ncnonb3oBaTh KOHTpobHYLO naHenb (3aknagka Java
CSP) nnu komangHyto ctpoky (knacc ru.CryptoPro.JCSP.JCSPLicense).

MuHuManbHble TpeboBaHWUA K JNLEH3UN ONS AAHHOA CUCTEMBbI YKa3aHbl HA KOHTPOJIHOW MaHENu, TakXe uX
MOXXHO Y3HaTb U3 KOMaHAHOW CTPOKMU:

ru.CryptoPro.JCSP.JCSPLicense -required
Beog nuueH3um ocyluecTensieTcs BoI30BOM kiacca ru.CryptoPro. JCSP.JCSPLicense ¢ napameTpamu:
ru.CryptoPro.JCSP.JCSPLicense -serial "serial_number" -company "company_name" -store

Tak>xe MOXXHO MPOBEPUTL 3afaHHYIO JINLEH3UIO Be3 ee YCTaHOBKM:
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ru.CryptoPro.JCSP.JCSPLicense -serial "serial_number" -company "company_name"

Bbizoe knacca ru.CryptoPro.JCSP.JCSPLicense 6e3 napamMeTpoB NPOBEPUT YCTAHOBAEHHYIO JINLEH3NIO.
HaTy nepBoii yCTaHOBKM MOXHO Y3HATb C MOMOLLbIO KOMaHAbI:

ru.CryptoPro.JCSP.JCSPLicense -first

Ons BbiBoAa cnpaBku:

ru.CryptoPro.JCSP.JCSPLicense 7

Mpumeyanue. Jns pabotul ¢ anuensmneii Kpuntollpo JavaTLS ucnonb3syiiTe aHanornyHbie KOMaHAabl Kiacca
ru.CryptoPro.ssl.ServerLicense.

Ons eeoga nuuensuu Kpuntollpo JavaCSP ¢ nomolybio KOHTposibHOW naHenu oTkpoiiTe 3aknagky Java CSP

1 HaXXMUTE KHonkKy BBog nuueH3umn. B oTKpbIBLIEMCS OKHe BBEANTE UMSsi MOJIL30BATENS, Ha3BaHWE OpraHu3aynm 1
cepuiiHblli Homep npoaykTa (cm. puc. 12).

JCP  Anroputmbi  ObopynoBaHue  [ononHuTensHo — OKpyxeHue XpaHunuwa knioveii u ceptudmkaTon
160scar Cepsep JTLS Hacrpoiikn TLS Java CSP Hacrpoiiku Java CSP

KpunTollpo Java CSP v.5.0
(c) KpunTto-Npo, 2005-2018, BCe NpaBa 3aliynilueHbl

JneHzua

Bepcua: 5.0

CepuifHbiiA HoMep: PF405-60030-00REK-39

Bnapeneu: He ycTaHoBneH

OpraHu3auus: He ycTaHoBneHa

Tun: CepBepHas, NoanKce W Wk poBaHne
[lonycTUMoe uucno saep: HeorpaHuuexHoe

Bpema neicTens: o 24.09.2018

[aTa nepeoi YCTaHOBKM: 26.06.2018

Nuuenzua Kpuntollpo CSP: CepeepHas nuueHzua (Java CSP HeobxoMMa cepeepHas NULEH3KSA)

|= | Beoa amueH3um X
Mma: USER
OpraHuzauua: ACME

CepmiiHbiii Homep: |00000-00000-00000-00000-0

OK OTmeHa

OK OTmMeHa [pUMeHNTD

PucyHok 12. Beog nuuensun Kpuntollpo JavaCSP

Ons Beoga nuuensun Kpuntollpo JavaTLS ¢ nomouwibto KOHTpOabHOI naHenn oTkpoiite 3aknagky Cepsep
JTLS v BbINOAHWTE aHANOrMYHbIE AEACTBUS.

2.7 TMonntukm 6esonacHocCTun

MonnTukn b6esonacHoctu onucsiBatotes B dpaiine ${java.home}/1lib/security/java.policy
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2.7.1 Tpasa pgoctyna gna JCSP.jar

B cnyyae ncnonbsosaHusi Java-mawimH Bepcuu 11 u Bbiwe:

KpunTollpo JavaCSP 3anyckaetcs n3 katasora nosb3oBaTens.

Kpuntollpo JavaCSP ycraHasnneaetcsa B katanor ${java.home}\lib\ext. OObi4HO 3TOT KaTanor mmeer
npaBa AOCTyna, pa3spellatolme BCeM jar-cpaiinam, COAepKaLlMcsi B 3TOM KaTasore, nojlydnTb BCE MpaBa JOCTyna:

grant codeBase "file:${java.homel}/1ib/ext/*" {
permission java.security.AllPermission;

};

Ecnu atoT kaTasor umeeT npaBa JOCTyna, OTNUYHbIE OT NPUBELEHHBIX BbILE, HEOOXOANMO HaCTPONTL MpaBa AOCTYyna
anst JCSP jar. MpumepHblii Bug aToro chaiina npueeseH HUXe.

grant codeBase "file:${java.homel}/lib/ext/jcp.jar" {
permission java.lang.RuntimePermission "preferences'", '"read';
permission java.util.PropertyPermission "os.name", "read";
java.util.PropertyPermission "<usedProperty>", "read";

};

<usedProperty> — Property, ucnosbsyemole npu HacTpolike Kakux-nubo nyTeii.
2.7.2 [lpaBa poctyna ansa agmuHuncrtpatopa JavaCSP

AgmMuHuctpaTtopy 6e3onacHoOCTU AOMXHBI ObITh NpeaoCTaBfeHbl Ceaytolme npaga AocTyna:

grant {
permission java.lang.RuntimePermission "preferences", '"read";

}

Kpome TOro, agmuuuctpatop 6e3onacHOCTW JO/KEH MMeTb MpaBa [OCTYNa, 3aBUCSLLME OT OMEPaALVOHHONM
cucTeMbl, Ans JocTyna K HacTpoiikam Preferences. Hanpumep, ans Windows agmuHnctpaTtop 6e3onacHocTn goskeH
MMeTb NpaBa JOCTyna AJist YTeHnsi/3anncn B kitod peectpa HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft\Prefs\ru\
/Crypto/Pro\/J/C/S/P.

2.7.3 [llpaBa pocTtyna gnsi NpuaoXKeHUn

VcTaHOBNEHHbIE HA BUPTYasibHYIO MalLMHY Java NpUioXXeHus He JOJKHbI UMETb JOCTYN K Katodam. [ns atoro
BCE MPUJIOXKEHNS, YCTAHOBJIEHHbIE HA BUPTYaNbHYO MaluHy Java, foSKHbI BbITh UM NONYYeHbl OT NpPoU3BoANTENEl
[IOBEPEHHBLIM CNOCOBOM MM UMETHL NpaBa AOCTYNa, 3anpeLlaroLme JOCTYN K KJYaM.

ObbiuHo katanor ${java.home}\1lib\ext pa3peluaeT BCEM NMPUNOXKEHUSAM ANsT BCEX MONL30BATENAM BCE NpaBa
fpoctyna. Heobxoaumo wau orpaHnyuTb 3T MpaBa AOCTyna, 3anpeTwB AOCTYN B KaTajoru comepXauime Kio4u
(a Takke K CMapT-KapTe W LUCKETE) WAW YCTaHABAMBATbL B STOT KaTasor TOJBKO MPUIOXKEHUS MPON3BOAUTENEN,
NoJlyYeHHbIE JOBEPEHHLIM CMOCOBOM.
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2.7.4 [lpaBa pgocTtyna nonb3oBaTens

Monb3osaTens Kpuntollpo JavaCSP posnxeH obnagaTh cregyrowumy npagamm gocTyna:

e [IpaBa gocTyna, 3aBUCSLLME OT ONEPALVOHHON CUCTEMBI, 415t JOCTYna K HacTpoiikam Preferences. Hanpuwmep,
ans Windows nonb3sosaTesib Jo/KEH UMETh MpaBa A0CTyna AAs YTeHus u3 katoda peectpa HKEY_LOCAL_MACHINE\
SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/S/P, B cnyyae ncnonb3osaHus Java-mawuH sepcun 11 u Bbiwe
— HKEY_CURRENT_USER\SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/S/P;

e [lpaBa gocTyna, 3aBuCsLLNE OT ONEPALIMOHHON CUCTEMBI, HAa YTEHME/3anNNCb/CO3AaHMNE KaTaIOrOB Ha ANCKETY
(Mpy NCMONB30BaHUM HOCUTENS LUCKETA).

Edf

MpumeyaHne. Ons UNIX-nnaTtcpopm nankm keys " tmp, 3ajjaHHble no
ymonuanuto (/var/opt/cprocsp/keys u /var/opt/cprocsp/tmp), MOryT ObiTb CO3haHbI TONBKO N3-MOA,
ydeTHoli 3anucu root. Jns nx aBTOMaTUHECKOrO CO3LaHWsA C MPaBWJIbHLIMW NMPaBaMn JOCTYNa LOCTAaTOYHO
CO3[aTb KOHTEHEP M3-NOA root uam, B Ciyvae UCNoNib30BaHUA Java-malunH sepcun 11 n Bbiwe, BbINOAHNTL

3anyck configure.sh n3 nankn gncTpubyTusa.
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3 QO6HosneHne NO CK3U1

Ons obHoenenuns Kpuntollpo JavaCSP Heobxogumo:

1) 3anomHuTb Tekywyto koHdurypauuo Kpuntollpo JavaCSP (yctaHoBneHHble cuuMTbIBATENMN, HOCUTENM,
napaMeTpbl aAropuTMOB MO YMONHAHMIO 1 T.M.);

2) ypanutb Kpuntollpo JavaCSP BctpoenHbiMu cpeactBamu (cm. YcTaHoBKa 1 yaaneHne auctpubytusos 10
CK3I);

3) yctaHoBMTL aHanornyHblli HoBbii gucTpubytus Kpuntollpo JavaCSP (cm. VYcravoska u  ypanenue
anctpubytusos MO CK3);

4) npn HeobXoAMMOCTU BHECTU U3MEHEHNSI B HACTPOIAKM.

Kntoun n cepTndunkaThl COXPaHSIIOTCA aBTOMATUYECKU.
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4 CocTtaB u Ha3HaydeHune komnoHeHT MO CK3U

OcHogHoll apxuTekTypHoii ocoberHocTbio 1O CK3W Kpuntollpo JavaCSP saensietca To, 4To mogcucrema
nporpamMmHoli cpefpbl pyHkunoHmposanus kpuntocpeactea (CP) He uMeeT HenocpeACTBEHHOrO AOCTyna K
KNtOYEBOIA 1 KpunTorpaduyeckn 3Ha4nmMoii nidpopmauun. Bee onepaumnm ¢ 3akpbITbIMU KAKOYaMU, He3aBEPLLEHHLIMU
3HaYeHUAMN  XoLW-DYHKUMIA M T.N. OCYLIECTBAAIOTCA B HEAOCTYMHbIX MNOAb30BaTeNtlo obbekTax; onepauumn
skcnopta otcytcreytoT. CK3U Kpuntollpo JavaCSP He peanusyet poccuiickme kpuntorpaduyeckue anropurmei
camocTosATensHo. Bce kpunTtorpadmyeckne onepauun oCyLIECTBASAIOTCA MYTEM WUCMONb30BAHNS COOTBETCTBYHOLLINX
BbI30BOB KpunTonposaiigepa Kpuntollpo CSP.

4.1 Crpyktypa CK3U

Obwas crpyktypa CK3U Kpuntollpo JavaCSP npegcrasnena Ha puc. 13.

Java Virtual Machine (JVM)
Java API
JCA 1/0
MpunoxeHne
Mogaynun
KpunTonpoBainaepa
JavaCSP
Kntouesble
HOCuTenun
KoHTponb
LEeNI0CTHOCTH
co Co
HatuBHan 6.u.6nu0're|(a - UHTepdelic - KpunTonpo CSP
cpjni CAPI

Pucynok 13. Ctpyktypa CK3W Kpuntollpo JavaCSP
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4.2 Cocras 10 CK3U1

B coctas Kpuntollpo JavaCSP sxogaT:

e Kpuntonposaiigep Kpuntollpo CSP ans ncnonnenunii no yposrto KC1;

e Bubnnoteka cspjni, peanusytowasn JNI nnrepdeiic ans ssanmogeiictems ¢ kpuntonposaiigepom Kpuntollpo
CSP.

B coctae nogcuctembl nporpammHoii CP BxogaT cnegytowime KOMMNOHEHTLI:
e [loacucrtema HacTpoiikn npoBaiigepa;
e Java-maliuHa.
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5 BcTtpauBaHne CK3W B npuknagHoe O

Bcrpansanne CK3W moryT nponssogmTb OpraHmsauuun, UMEIOLLME JIULEHSUIO HA NPaBO MPOBEAEHUS TaKux
paboT, a paboTbl NO BCTpaMBaHWO AO/MKHBLI NPoBOANTLCA B cooTeeTcTBuM C [Nonoxennem MK3-2005.

[ns obecneveHns 3aWnTbl 3NEKTPOHHBLIX AOKYMEHTOB 1 CO3A4aHUS 3aLLULLEHHOR aBTOMaTN3UPOBAHHO CUCTEMBI
B MEpBYIO OYepefb MCMOJIb3YOT KpUNTOrpacpuyeckme MeTofbl 3alyMThbl, KOTOPble MO3BOMISIOT ObecneqnTb 3awuTty
LeSIOCTHOCTM, aBTOPCTBA 1 KOHUAEHUMANLHOCTY SNEKTPOHHOR MHOPMaLMK U PEaN30BaTh UX B BULE NPOrpaMMHbIX
NAN annapaTHbIX CPeACTB, BCTPAaMBAEMbIX B aBTOMaTU3MPOBAHHYIO CUCTEMY.

WNcnonb3osaHue KpmnTorpadomquKle cpeacTte Tpe6yeT, KaK NpaBuao, NPUMEHEHUA TaKXe OpPraHn3auMOHHO-
TEXHUHECKNX MEP 3alUUnThbI.

Mpn co3paHuyM 3alMLIEHHON aBTOMATU3MPOBAHHON CUCTEMbI HEOBXOAMMO ONpefenuTb MOLEeb Yrpo3 W
nofnTuky ee bGesonacHocTu. B 3aBucumoctm ot nonuTtuku bBesonacHocTu onpepensietca HeobxoauMblii Habop
kpuntorpaduyeckux yHKLMA 1 OPraHN3aLMOHHO-TEXHUYECKUX MeP, Peasn3yeMblX B CO34aBaeMoli CUCTeMe.

Kpuntollpo JavaCSP B nepByto ovepenb npefHa3Ha4deHO A/t BCTPaMBaHWs B MPUKJIALHOE MPOrpaMMHOe
obecneuenune. Oynkuuun Kpuntollpo JavaCSP moryT 6biTb ncnons3sosaHsbi:

e uepe3 uHTepdpeiic dpynkumnii JCA, 4TO NO3BONISIET MPUMEHSITL BECb MHCTpyMeHTapuii Java. Ons atux
ueneli pa3paboTyMku MOryT BOCMOJBL30BATLCS MPOrpamMMHON AOKyMeHTaumeli, cogepxaleiics B Java 8 SDK, a
Takxe noctasasiembiM TectoBbiM [10. MogpobHas undopmauus cogepxutcst B gokymente XXTAN.00101-02 96 02.
Kpuntollpo CSP. Pykosogcteo nporpammucta JavaCSP;

e B cTaHgapTHom npuknagHom 0O Java.

Mpun Bctpaneanun Kpuntollpo JavaCSP B npuknagHoe nporpammHoe obecnedeHne nam Mcnonb3oBaHum ero B
cocTase cTaHgapTHoro npuknagHoro MO goaxHbI BLINOAHATLCS cieaytowne Tpebosanus:

1) Mpu ncnonb3osanum kntodein nposepku Il fgomkHa bbITe obecneveHa LENOCTHOCTb U UAEHTUYHOCTL KtOYa
nposepku J[1.

2) Mpn wncnonb3oBaHUM CepTUOUKATOB KIIKOYEH MNPOBEPKU MOAMUCK, 3aBEPEHHbLIX MOAMUCHIO [LOBEPEHHOINA
CTOPOHbI, AO/MKHA ObITL ObecnedeHa besonacHas fOCTaBKa U XxpaHeHue cepTudpmkaTa katoda I goBepeHHOl CTOPOHSI,
C MCMOJIb30BaHNEM KOTOPOrO MPOBEPSIOTCS OCTasIbHblE CEPTUPUKATLI KIKOYEA NMPOBEPKM NONb30BaTeNEN.

3) Kpuntorpaduyeckoe CpefcTBO, C MOMOLLBIO KOTOPOro MPOU3BOANTCS 3aBepeHmne kitodeit nposepku 1 nan
CNpaBOYHNKOB Ktoueld nposepku I, fo/mKHO BbITb CepTMULMPOBAHO MO KAACCy, COOTBETCTBYIOLLEMY MPUHSTON
nonutuke besonacHocTM.

4) Nns ot3biBa (BbIBOAA M3 [EWCTBUS) K/OYEl MPOBEPKM MOAMUCK AOSDKHBI UCMOJIL30BAaTbCS CPEACTBa,
MO3BOJISIIOLLNE MPON3BECTM ABTOPU3ALMIO OT3bIBAKOWEro Mua (B 3TUX LENsiX MOXET ObiTb MCMOMb30BaH CMMCOK
OTO3BaHHbIX CepTUNKaTOB, 3aBepeHHbll I JOBEPEHHON CTOPOHBI).

5) Mpn Bbizoe dyHkumii Kpuntollpo JavaCSP B npuknagHom nporpammuom obecnedenun Heobxogumo, npu
BO3HUKHOBEHUUN KPUTUHECKNX UCKtOYEHUT BnoKnpoBaTe KpunTorpaduieckne BbI30BbI, a NPU BO3HUKHOBEHUU 4pYruX
NCKNIOHEHNTA, KOPPEKTHO Mx obpabaTeiBath (cm. XKTAN.00101-02 96 02. Pykosogctso nporpammucta JavaCSP).

BoamoxHa cutyauus, koraa ycraHosnenHast JRE umeert akcnoptHbie orpannyenns. CLLA 3anpewarot akcnopt
«cunbHoity kpuntorpacdun n JavaCSP ¢ gauHoli kntoua 256 6ut nonagaeT nog 310 orpaHuderune. OrpaHuyeHus
ycTaHaBnmeatotcs paiinamu local_policy. jar u US_export_policy. jar B katanore <JRE>/jre/lib/security.

[ns CHATMS 3KCMOPTHbIX OrpaHuYeHmnii Heobxogumo ckayaTb aiin jce_policy.zip ¢ moauTMkamm co
cTpaHuubl http://www.oracle.com/technetwork/java/javase/downloads/index.html

Cnepyet Bbibpatb "Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files" sepcun
7 v 8. [Ins oTnagkm MOXHO mpocTo ckonmpoBaTb US_export_policy.jar B local_policy.jar (oba caiina
LOJKHBI MPUCYTCTBOBATD).
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6 TpeboBaHus no 3awmte ot HC/],

JomKHbI  BBINOMHATLCS TpeboBaHWS MO  OPraHU3aUNOHHO-TEXHUYECKUM W aAMUHUCTPATUBHBLIM Mepam
obecneuenusi besonacHoctn skcnnyataumn CK3W B obbeme pasgena 5 gokymenta XKTHAN.00101-02 95 01. MNpaeuna
NoJIb30BaHUSI.

6.1 OpraHmnsaynoHHo-TexHn4Yeckue mepbl 3awntbl ot HC/

Mpu ucnonbsosaHun Kpuntollpo JavaCSP Takxe cnegyeT npuHsATh Cnegytolme opraHn3aunoHHbIe MepbI:

1) Mpw ncnonbsosarnu Kpuntollpo JavaCSP Heobxogumo Hasmume mMexaHW3Ma JIOKabHONW ayTeHTUdmKaLmum
nonb3osatenein OC.

2) Heobxoanmo pa3paboTaTb 1 NPUMEHNTb MOJMTUKY Ha3HAYeHNst U CMEHbI MapoJsiell B COOTBETCTBUM C n. 5.4
pokymeHta XKTHAWM.00101-02 95 01. MNpasuna nons3osaHus.

3) Heobxoanmo orpaHnynTb BO3MOXHOCTb BbIBOAA MHbopMauui ¢ ucnonbdyemoin MNIBM yepes noptel COM,
LPT, USB, IEEE 1394, a Takxe cpeacteamu Bluetooth, Wi-Fi n ananorndneix. icnonb3osaHmne B KauecTBe NacCMBHOrO
XpaHuanwa kntodesoii nHdopmauyum Bluetooth-HocnTtens BoamoxHo Tonbko npu Hanuuum 3aknoderus PCH Poccun
Ha JaHHOE YCTPOIiCTBO.

4) [omkHo BbITb peann3oBaHO PU3MHECKOE 3aTNPaHNE COLEPXKNMOTO yaasieMblx daiinos, B Tom yncie SWAP-
daiina.

5) MepecraBnste peanusaumto knacca Preferences ¢ nomowbto property java.util.prefs.PreferencesFactory
3anpeLlaercs.

6) Heobxoanmo obecneqntb afMUHUCTPATMBHBIMU MEPaMn  KOHTPOJb  AOCTYyNa K CUCTEMHBIM 1
NoJIb30BaTENBCKMM HAcTpolikaM Java-MaluHbl.

6.2 [HononHntenbHble HacTporikn OC

[Ons obecnedyeHus TpeboBaHWA K YCTAHOBIEHWIO MAPOS [OMKHbI BbIMOJAHATHCA CAEAYIOLME HACTPOKN
OMepaLMOHHbIX CUCTEM:

Linux:

B cpaiine /etc/login.defs HeODXOAMMO YCTAHOBUTL CEAYIOLLME 3HAYEHUS:
LOGIN _RETRIES = 10

PASS MAX _ DAYS = 180

PASS MIN LEN =38

B daiine /etc/pam.d/common-password Heobxogumo pgobasnTs:

password [success=1 default=ignore] pam_unix.so obscure sha512 minlen=8

AlX:

B cpaiine /etc/security/user B cekunm default HeobxoanMO yCTaHOBUTL Cregytowne 3HaYeHns:
minlen = 8

maxrepeats = 10

maxage = 24
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Solaris:

B dpaiine /etc/default/passwd HeOBXOAMMO YCTAHOBUTL CIEAYIOLLNE 3HAYEHNS:
PASSLENGTH = 8

MAXREPEATS = 10

MAXWEEKS = 24

Windows:

B rpynnoebix nonntukax nepeiitn B Local Computer Policy—Computer Configuration—Windows
Settings— SecuritySettings— Account Policies. B Account Policies yctaHoBUTE cnegytouwime napameTpsi:

Minimum password length = 8
Maximum password age = 24

Mepeiitn B8 Local Computer Policy— Computer Configuration—Windows Settings— SecuritySettings— Account
Lockout Policies n ycTraHoBuTb napametp:

Account Lockout threshold = 10

Mpn wucnonssosaHum JavaCSP Ha nnatpopme Windows Java-malumHa cuCTEMHblE M MOJIb30BaTENbCKME
HacCTpoOWKM XpaHUT B peecTpe B pasgenax HKEY_CURRENT_USER\Software\JavaSoft\Prefs un HKEY_LOCAL_
MACHINE\SOFTWARE\JavaSoft\Prefs COOTBETCTBEHHO.

Ha nnatdopmax Solaris u Linux Java-matumHa cuctemHble v nonb30BaTeNbCKUE HACTPOKM XPaHUT B (haiiioBoi
CUCTEME. CVICTeMHbIe HaCTpOVIKVI HaXogATCA B KaTajore .systemPrefs, NOJIOXKEHNE KOTOPOro onpenensaeTcs
nepemeHHol java.util.prefs.systemRoot (no ymonuavuto /etc/.java). Ecnu on HegocTyneH, To . systemPrefs
HaXOAUTCA B KaTajiore onpefesieHHOM nepemMeHHol java.home.

[Nonb3oBaTeNbCKMe HACTPOIKM HAXOAATCS B KaTasore . java/.userPrefs, NonoxeHne KOTOPOro onpeaensieTcs
nepemMeHHoin java.util.prefs.userRoot. Ecnu nepemenHas He 3agaHa, To KaTanor . java/.userPrefs HaxoauTcs
B KaTaJiore onpefAesieHHOM MepeMeHHol user . home.
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[NMpnnoxxeHue A
VYnpaBsieHne npoToKoJMpoBaHnem

’ypranuposanue pabotel Kpuntollpo JavaCSP ocyuiecTeasieTcst cTaHfapTHbIMU CpeAcTBaMu Java-MaLlmHb.
®dopmaTt NpoTOKONa, noss BbIBOAA, YPOBHMU NPOTOKOINMPOBAHNS HacTpauneatoTCcs B chaiine
<jre>/lib/logging.properties. imsi knacca npotokona ansi JavaCSP: ru.CryptoPro.JCP.tools.JCPLogger.

Vpoehun npotokonuposanusa JavaCSP coenagatoT ¢ ypoBHsAMUN NpoTOKOMpPOBaHus Java, HuXKe OHW NpUBEAEHbI
B NOPsiike MO BO3pacTaHuio MHGOPMATUBHOCTY COODLLEHWI, YPOBEHDb BbILLE BKJIKOYAET BCE COODLLEHUNS MPUBEAEHHbIE
no Tekcty Huxke. YpoeeHb ALL Bkntoyaet Bce coobuienus, yposeHb OFF BoikntouyaeT Bce coobuyeHns.

Mpy HacTpolikax Java-MawumHbl no ymondanuto BkatodeH ypoeerb INFO.

VYposHu npotokonuposarusi JavaCSP:

e OFF — B npoTokon He BbIBOAATCA HUKaKWe COOBLLEHNS.

e SEVERE — Kputuueckue ownbkn 8 JavaCSP, dyHkumnonuposarue JavaCSP nocne nosisneHns stux owmnbok
HEBO3MOXHO. K HUM OTHOCATCS OWMBKM 3arpy3Ku, OUOKN KOHTPOS LENOCTHOCTY U Ap.

e WARNING — Owubkun JavaCSP, He npuBogswue K oTKasy yHKUMOHUPOBaHUs. K HUM OTHOCSTCA,
Hanpumep, ownbkmn HacTpolikn JavaCSP, HenpaBunbHbli Bbi3oB dyHkuunii JavaCSP.
INFO — WHdpopmaumoHHble coobuieHus o 3arpyske JavaCSP.
CONFIG — WNHbopmaunoHHble coobuieHunsi npy nosilydeHun TeKYLUX HacTpoek nucnonbsyembix JavaCSP.
FINE — VndopmaimonHtblie cooblieHns o 3aseplieHumn dyHKLuuu nposalifepa ¢ owmnbkoli.
FINER — WH1dopmaumoHHble coobuyeHunsi, cBsizaHHble C BXOAOM/BbIXOAOM B/n3 dyHKuMK npoBaiigepa.
FINEST — VpoBseHb He NCNoNb3yeTcs
ALL — VYpoBeHb He UCMOb3YeTCsl, MPUBOLUT K BbIBOLY BCEX coobuieHuii, BoigaBaembix JavaCSP.

Mpy BKAKOYEHNM YPOBHS, OTAMYHOrO OT 3agaHHoro no ymondavuio (INFQO), cnepgyet nomMHMTL, 4TO ypOBHM
Boiwle CONFIG MoryT 3HaunTenbHo 3amMefnuTb CKOpPOCTb npoBaiigepa, a ypoHu Huxke INFO npusectn «
HecBoeBpeMeHHOMY obHapyxeHuto npuyuH oTkasa JavaCSP. [llpu obbiunoli pabote JavaCSP  pekomenpyetcs
OCTaB/ISiTb HACTPOIKY YPOBHSI BbIBOAMMbIX coobiueHuii no ymondavuto (INFO).

Mpumep HacTpoiiku daiina logging.properties ¢ yposHem FINE:

Default global logging level.

This specifies which kinds of events are logged across
all loggers. For any given facility this global level
can be overriden by a facility specific level

Note that the ConsoleHandler also has a separate level
setting to limit messages printed to the console.
.level= INFO

H OH HF H H HF

B S i
# Handler specific properties.

# Describes specific configuration info for Handlers.
IS

# default file output is in user's home directory.
java.util.logging.FileHandler.pattern = %h/javaju.log
java.util.logging.FileHandler.limit = 50000
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java.util.logging.FileHandler.count = 1
java.util.logging.FileHandler.formatter = java.util.logging.XMLFormatter

# Limit the message that are printed on the console to INFO and above.

#java.util.logging.ConsoleHandler.level = INFO
java.util.logging.ConsoleHandler.level = FINE
java.util.logging.ConsoleHandler.formatter = java.util.logging.SimpleFormatter

s
# Facility specific properties.

# Provides extra control for each logger.
T T T e e e e e e e R e e e P e

# For example, set the com.xyz.foo logger to only log SEVERE
# messages:

com.xyz.foo.level = SEVERE

ru.CryptoPro.JCP.tools.JCPLogger.level = FINE
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn namereHui

Homepa nuctos (cTpanuu) Bxogauuii
Bcero Ne
Ne |v3MeHeH- 3aMeHeH- HOBbIX aHHYMPO- | nucToB Ne © conposo- n 1
ntensHoro |Mognuce aTa
|-|/|-| HbIX HbIX BaHHbIX (CTpaHVILI,) B | AJOKYMEHTA A A
OOKYMeHTa
OOKYMEHTE
n gaTa
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