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MKTA.00101-02 92 03. Kpuntollpo CSP. MHcTpykuus no ucnonssoeanuo CK3W nog ynpasnennem OC Android

© 000 «KPUNTO-MPO>», 2000-2022. Bce npaBa 3awyuLueHbl.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoguMT B KOMMAEKT noctaeku nporpammuoro obecnederus CK3W Kpuntollpo CSP Bepcun 5.0 R2 KC1,
Ha Hero pacnpoCTPaHSIOTCS BCE YCNOBUS JINLEH3NOHHOIO coratueHns. bes cneymanbHOro NMCbMEHHOro paspeLueHuns
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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1 WucTtannsauyna CK3UMN Kpuntollpo CSP

Nuctannaums, gpeunctannsums u obHosnenne CK3WM Kpuntollpo CSP nog ynpasnedunem OC Android
MPOU3BOAMTCA B COCTaBe MPUKIAZHOW nporpammel, paspabotanHoii ¢ npumeneHuem CK3W, nubo ¢ nomoubto
AMCTpubyTMBA, NONYYEHHOrO MO [JOBepeHHOMY KaHany. [lpy 3Tux geiicTBMSIX ClefyeT PyKOBOACTBOBATLCA
OOKYMEHTaUMeR OT NpoM3BOLUTENS NPUKIagHON nporpaMmMbl unu paspaboryuuka CK3U.

Mpu ycraHoske nporpammuoro obecnedennss CK3U Kpuntollpo CSP Heobxoaumo cobniogaTe TpebosaHus,
ykazaHHble B gokymeHTax « XTHAN.00101-02 95 01. Kpuntollpo CSP. Mpaeuna nons3osanus» n « XKTAN.00101-02
91 11. Kpuntollpo CSP. PykosoacTeo agMmuHucTpatopa besonacHoctu. Android».

2 WNntepdeiic CK3N Kpuntollpo CSP

[aHHbI pasgen sBASIETCS WHCTPYKLUMER MO MCMOIb30BaHNIO KOHTPOIbHONM naHenn (navenu HacTpoiiku) CK3U
Kpuntollpo CSP nog ynpaeneiunem OC Android.

2.1 [doctyn k koHTponbHoW naHenn CK3U

Manens Hactpoiiku Kpuntollpo CSP gocTynHa u3 npuknagHoii nporpammel, paspabotaHHoin Ha 6aze CK3MU,
WA U3 FIaBHOTO MEHIO YCTPOCTBa. B nepBom criydae mMeTog BbI30Ba KOHTPOJILHON NaHesn onpegensietT paspaboTymk
NPUKAagHOV NPOrpaMMbl.

InasHbii akpaH CK3W Kpuntollpo CSP cogepxut sknagku Jinuensus n LlenoctHocTs.

Bknagka JluueH3usa npegHasHaveHa Asist npocMoTpa uHdopmauum o eepcum yctavoeseHHoro MO CK3U
Kpuntollpo CSP, uxdopmauum o nuueH3nm n BBOga HOBOIrO CEPUIHOrO HOMEPA JINLEH3NN.

Bknagka LlenoctHocTb nossosisieT npoBepuTb LEJOCTHOCTb MPUJIOKEHUS U COLEPXMUT uMHdopMaumo ob
ncnonb3yembix bubnamortekax kpunTonposaiigepa.

Bokosas naHens ynpaenenuss CK3W npegocrtasnsier poctyn k Bknagkam CepTtudukatsel, Knrouesble

koHTeliHepbl 1 HacTpoiikn. HT1obbl 0TKpbITL BOKOBYIO MaHEsb, HAXXMUTE KHOMKY — .
Bknagka CepTudmkaTtbl conepXuT nepeyeHb YCTAHOBMIEHHbBIX HA YCTPOWCTBE CEPTMPUKATOB.

Bknagka KntoueBble KOHTERHEPbI COAEpXXNT NHOPMALMIO O KJTKOYEBbIX KOHTENHEPaX Ha YCTPOWCTBE, a TaKXe
npesocTaBasieT hyHKUUM 3arpy3KU 1 CO34aHUST HOBOTO KJTKOYEBOTO KOHTERHEpA.

Bknagka Hactpoliiku npegHasHayeHa st ynpasieHnst GOCTYMHBIMM Ha YCTPOWCTBE KAHOHEBLIMU HOCUTENSIMY
n xypHanuposaHuem 8 CK3U.

2.2 Bsop cepuiiHOro Homepa nnMLUEH3NN

Mpn yctaHoBke nporpammHoro obecnededuss Kpuntollpo CSP 6e3 BBOAA AMUEH3UM MONL30BATENO
NpefoCTaBAsETCS BPEMEHHAst JIMLEH3Ms C OrpaHUYeHHbIM CpPOKOM feiicTBus Ha 3 Mecsiua. [na nonHoueHHoro
ucnonbzoeannss CK3W Heobxopumo npuobpectu nuueHsmio y opraHusaummu-paspaboTymka wau opraHusauuu,
MMeloLLeli NpaBa pacnpoCTpaHeHusl NPoAyKTa.

Cywecteyet aga cnocoba nuuensuposanus CK3W Kpuntollpo CSP ans Android:

1) JlnueHsnsi Ha MpUNOXKEHNEe — MPON3BOANTENL MPUSIOKEHNSI MOCTABSET €ro BMECTE C JIMLEH3MER Ha
Kpuntollpo CSP. Beog nnueHsun nonbsosateseM He Tpebyetcs.

2) Bsog nuueH3MM Nonb30BaTENEM Hepe3 KOHTPOJIbHYHO NaHesb.
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)
[ns BBOAa HOMEpA NMLEH3UN HEPE3 KOHTPOJIBHYIO MaHeNb HAXXMUTE KHOMKY 7 Ha sknagke Jluueusus. B
OTKPbIBLUEMCS ANANIOrOBOM OKHE BBEAMTE HOMep uLeH3un 1 HaxmuTe kHonky OK (cm. puc. 1).

N = 52l 62% @ N 2= 52l 62% @

Kpuntollpo CSP

JIMLUEH3UA LLEJTOCTHOCTb

Kpuntonposaigep Kpuntollpo CSP

Bepcus npogykTa
5.0.1

JInueHsusa

CepuiHbIN HOMEP /7
5050X-+¥rkxxQFL

OcTtanocb gHen BeeaunTe HOBbIN HOMeEp
93

CepuliiHblii Homep

OTMEHA

Cant komnaHuu Kpuntollpo
[NopTan TexHMYecKon NoaaepPIKKMN
© 000 «KPUMTO-MPO», 2013-2022

PucyHok 1. Beog cepuiiHoro Homepa finueH3um

Mocne BBOAA HOBOroO CEPUNHOrO HOMEPA TEKYLLAst JINLEH3NS 3aMEHNTCS Ha HOBYHO. Ecim Bbin ykasaH HeBepHbIli
HOMep nnueH3nu, byaeT BoiAaHa owmnbka (cm. puc. 2).
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N2 Rl 61%=

BHuMaHue!

Owwn6Ka nNpu BBOLE HOMepa NNLEH3UN.

Pucyrok 2. Ownbka npn BBOAE HEKOPPEKTHOIO HOMEPA JIMLLEH3UN
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2.3 [lMposepka uenoctHoctn CK3U

KonTponb uenoctHoct CK3W ocyuwiecTBasieTcs aBTOMaTUHECKM KaXKAbIli pa3 Npu 3anycke MPUIOKEHNS.
PesynbTaTbl NpoBepKM LENOCTHOCTM oTobpaxatotcss B nosie Cratyc. Takke BK/Iaflka COAEPXUT nNepedeHb
KOHTpOMpyeMbix bubnuotek Kpuntonposaligepa 1 COOTBETCTBYIOLME 3HAYEHUS XOLI-DYHKLMNIA.

>
[ns py4Horo 3anycka npouecca NpoBepKy LENIOCTHOCTY HaXXMUTE KHOMKY e

LY /;‘-‘\:v II"IPE))I Jl 61% @

Kpuntollpo CSP

JIMUEH3UA LLEJTIOCTHOCTb

MpoBepKa LenocTHoCTH

[aTa npoBepku
20.05.2022 11:40

Cratyc G

npoBepkKa BbIMOoJIHEHa yCneLwHo

Buénuotekn kpunTonposangepa

libsupport.so

Xaw (FOCT P 34.11-2012, 256 6uT):
7FFF1F06B6B543FBBACC6FDFCFE64812185924BDACSFD
8327ED31E1CD37D2BAA

libcspjni.so

Xaw (FOCT P 34.11-2012, 256 6uT):
80739E8284C11B838498AE364E29EEF1A20F5CEBB07030
08A3CB39E4D0OB9DB47

Xaw APK

ACSP.apk

Xaw (FOCT P 34.11-2012, 256 6uT):
60FF75640FESEA6E9C1227FAC8CFE168D486DECD3FB629
5C11B26D5BE5SE2A108

Caint komnaHuu Kpuntollpo

[NopTan TexHU4ecKom NoaAepPXKMN
© 000 «KPUMTO-MPO», 2013-2022

PucyHok 3. Bknagka LenoctHocTb
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2.4 Onepayun c KAKOYEBbIMN KOHTEHEPAMN

Ha Bknagke KntoyeBble KOHTeHepbl AOCTYMHbI CleAyHOLME ONepaLn C KIOYEBLIMU KOHTEAHEPaMU:
® MPOCMOTP MepPeYHs AOCTYMHbIX KJIIOYEBbIX KOHTEAHEPOB;

® CO3[aHNE HOBOMO KJIIOYEBOro KOHTeliHepa 1 OTmpaBKa 3anpoc Ha cepTudmkar;

® 3arpy3Ka CyLIeCTBYHOLLEro KOHTeliHepa C yCTPOCTBA.

12:40 N 2n Wl 65%m

< KnioueBble KOHTelHepbl

S, 4
3arpysuTtb Co3pgaTb
D cli12256
HDIMAGE

D test
HDIMAGE

D testOTP
HDIMAGE

D year
HDIMAGE

PucyHok 4. Bknagka Knto4yeBble KOHTeWHepbI

Y1066 0BHOBUTH nepedeHb AOCTYNMHbIX KNHOYEBbIX KOHTeI7IHepOB, NOTAHNTE 3KpaH CBEPXY BHU3.
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2.4.1 Co3paHue KNOYEBOro KoHTeliHepa

- /) o
[ins co3paHms KNoUYeBOro KoHTeliHepa HaxmuTe kHonky Cosaath 2 Ha Bknagke Kntouesble KoHTeliHeps!
(cm. puc. 4).

Otkpoetcst okHo «Co3ganue koHTeiiHepa» (cm. puc. 5). 3anonnute nosnst Ha Bknagke KoHTeiHep, ykasas
TWN XPaHUINLLA KOHTEHEPa, UMsI KOHTEAHEPA, aJiFOPUTM 1 TUM KJItOYa, MPU3HAK SKCNopTupyeMocTu Katoda. Hanee
nepeiignTe Ha Bknaaky Mons ceptudukaTta n 3anonHuTte ceeaeHust o ceptudpukate (cm. puc. 5), ykasas cnocob
BbiNycka cepTudmkaTa (camonopnucanHblii ceptucpukat unu cepTucpukat, BbinyweHHbli B Tectosom YL OO0
«KPUNTO-MPO>») unn BbIbpas cosganne 3anpoca Ha ceptudpmkat. Haxmute kHonky CospgaTe ans cospaHums
KOHTeliHepa C yKa3aHHbIMU MapaMeTpamu.

11:54 N2 2l 61%d 11:54 N R Rl 61%d

< CospaHue KOHTelHepa < CospaHue KOHTelHepa

KOHTEMHEP Mnosfa CEPTUDGUKATA KOHTEMHEP nona CEPTUOGUKATA

— Tun xpaHnnuuwa

HDIMAGE v

— Opranusauus (0)

— /IMa kntoyeBoOro KOHTeNnHepa

test] o

— MoppaspeneHue (OU)

— ANropuTt™m Kntova

FOCT P 34.10-2012 (256) v — ropoa (U
Tun knova
— O6nacTb (S)
O Kntoy noanucu
@ Kntoy nognucu n obMeHa — Crpana (C)
RU v

MoMeTUTb KNHoY Kak SKCHODTMpyeMbIVI

@ CospaTtb caMonofnucaHHbIn cepTudukat

O BbinycTuTb ceptudukat B TectoBom YL, 000
KPUMTO-NPO

O Cospatb 3anpoc Ha cepTudukat

Co3gatb Co3pgatb

PucyHok 5. CozgaHue knto4eBoro kKoHTeliHepa
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[Mpn cosgaHnn KoHTeliHEPa M FeHEpaLMKN KAOHYa OTKPOETCSl OKHO FeHepaLumn HavasbHOW NOCAefoBaTENbLHOCTHY
ACYH ¢ nomowbto buonoruyeckoro ACH (cm. puc. 6). [ns reHepaunm cayyaiiHoi NocieA0BaTENBHOCTN HaXKNMaTe
Ha 3KpaH Jo 3aBeplueHusi paboter JCH.

Mo okoHuyaHnM chopMUpoBaHMs CyHaiiHONR nocnefoBaTesbHOCT OTKpoeTcst okHo Beoga [MMIH Ha goctyn K
KJIIOYY CO3[aBaeMOro KOHTeliHepa (CM. puc. 7). BeeguTte nuH-kog v nogTBEpanTE €ro MOBTOPHLIM BBOAOM, 3aTeM
HaxxmuTe kHonky OK. Co3paHHblii KOHTEHEP MOSBUTCH B CMUCKE LOCTYMHbIX KOHTeliHepoe B okHe Knrouesble
KOHTeWHepbl.

N = 52l 63% i

N = 52l 63%d

Kpuntollpo CSP

Kpuntollpo CSP

Crypto-Pro GOST R 34.10-2012 KC1
CSP 3anpalunBaeT HOBbIY Maposb Ha
KOHTelnHep. KoHTenHep: test

- - — Maponb
Buonornyeckum garTuymk aAuHbIX Ynucen.

Ha)kumaiite Ha akp Ka KJo4 . ©
He 6ygeT co3gaH.

. — MNoaTBepxaeHue

OTMEHA

OTMeHa

Pucynok 6. OkHo buonornyeckoro JCH PucyHok 7. YcTaHoBKa NH-KoZ4a Ha JOCTYN K Kjto4y
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2.4.2 3arpy3ka KAlO4eBOro KOHTelHepa C yCTpoiicTBa

< o o 4
YT106bI 3arpy3nTh paHee CO3faHHbIVi KOHTEAHEP C YCTPOMCTBA, HAXKMUTE KHOMKY 3arpy3ute ' Ha Bknagke
KntoueBble koHTeliHepbl (cMm. puc. 4). B oTKpbiBLIEMCS MPOBOAHMKE BblDEpeTe KOHEYHYIKO Mamnky C KJHOHeBbIM
KOHTEHEPOM 1 Ha)XMUTe KHOMKy Vlcnonb3oBaTh 3Ty nanky Asisi NOATBEPXAeHUst Bbibopa (cm. puc. 8).

12:20 N D 52l 63% i
¢cli12256.000 G =
ocuments cli12256.000

®aiinbl B nanke "cli12256.000" HH

= header.key
R .
10 Hos6. 2021 1., 1,28 KB, ®ain KEY
2 masks.key
s 10 Hos16. 2021 1., 56 B, dain KEY
=  masks2.key
R §
10 Hos6. 2021 1., 56 B, daiin KEY
=~ nhame.ke
® 4 V
10 Hos6. 2021 1., 12 B, dainn KEY
~ rimary.ke
R p y.Key ]
10 Hos6. 2021 1., 36 B, dain KEY
= rimary2.ke
R p y y

10 Hos16. 2021 1., 36 B, dain KEY

NCNOJZIb3OBATb 3TY MANKY

PucyHok 8. Beibop k/t04eBOro koHTeliHepa B MPOBOAHIIKE
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2.4.3 VYnpaBneHue KAO4YEBbIM KOHTEiHEpPOM

Ha eknagke KntoueBble kKoHTeliHEpb! Y HEOOXOAMMOrO KOHTERHEPA HAXXMUTE HA KHOMKY ‘B OTKpbIBLUEMCS
cM. puc. 9) JOCTynHbI Crefytowne AefCTBUS C KIOYEBbIM KOHTENHEPOM:

KonupoBaHue knto4eBoro KoHTeliHepa;

VpaneHune KOYEBOro KOHTelHepa;

MpocMoTp MHpOpMaLUM O KIIOYEBOM KOHTEWHEpE;

MpocmoTp cepTudpmkaTa N3 KIKOYEBOrO KOHTERHEPA;

VcTaHoBKa cepTuuKaTa B KtOHEBOV KOHTENHEP;

JKcnopT cepTudkata U3 KJtOHEBOro KOHTeHepa;

I3ameHeHne napons KOHEBOrO KOHTERHEpa.

MEHIO

e 6 o6 o o o o —

N R ¥l 63%

D test
HDIMAGE
|_|:| CkonumpoBaThb K/IlOYEBON KOHTeHep

IE Ypanutb Kio4eBOn KOHTENHepP

(D NHdpopMauus o KOHTeNHepe

e [IpocMOTpeTb CepTuduKaThbl
< YcraHoBuTh ceptudukat

AN 9kcnoptuposaTh cepTudukaTt
*** [A3MeHUTb Naposib

PucyHok 9. VYnpaBneHue koHTeliHepoM
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2.4.4 KonunpoBaHue KAOHEBOro KOoHTelHepa

[ns KonmpoBaHusl KIKOYEBOro KOHTEHepa Ha Bkiagke KitoueBble KOHTEMHEPbl HAXKMUTE HA KHOMKY °
Yy HeobxoauMOoro KoHTeliHepa, B OTKPbLIBLIEMCA MeHI HaxmuTe KHonky CkonupoBaTb KAKOYEBOW KOHTenHep.
Otkpoetcsi okHO «KonuposaHue KoHTeliHepay (cm. puc. 10).

VKkaxute nMsi oisi KOMWW KOHTEHEpa, Tekylmnii Naposib OT KOMWPYEMOro KOHTeliHepa, HOBbI Naposb AN
KOMUU N MOATBEPAMUTE €ro MOBTOPHbIM BBOAOM. HaxxkmuTe kHonky KonupoBaTb A/l KOMMPOBaHUSI KOHTelHepa

C ykasaHHbiMu napametrpamu. CKOMMPOBaHHLIA KOHTeliHep MOSIBUTCS B MepeqHe JOCTYMHbIX KOHTEAHEPOB BKJIAAKW
KnioueBble koHTelHepbI.

X 2 2l 64% G

<  KonupoBaHue KOHTellHepa

— Tun XpaHunuiia gnsa Konuu Kaovesoro KOHTeVIHePa

HDIMAGE v

— VIMA KONUK KNOYEBOro KOHTeHepa

test_copy

— TeKyLmii Maposib OT K/IKOYEBOro KOHTENHepa

. ©®©
— HoBbIl Naponb OT KNHOYEBOrO KOHTEHepa/HocUTens

o)
— MNoaTBepXxaeHue

©

Konuposatb

PucyHok 10. KonuposaHue knto4eBoro kKoHTeliHepa
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2.4.5 VYpaneHune KNOYEBOro KOHTeWHepa

Ons ynanenns Kno4eBOro koHTeliHepa Ha Bkiagke KloueBble KOHTEMHEPbl CMaxHUTe CnpaBa Hasjeso
HEOBXOAMMBIN KOHTEHEP NN HAXKMUTE HA KHOMKY Y HEOBXOAMMOro KOHTEHEPa, B OTKPbIBLLUEMCS MEHIO HAXKMUTE
KHOMKYy YAanuTb KNtoyeBoii koHTeliHep. OTKpOeTCst OKHO NOATBEPXKAEHNS YAANEHUsI KOHTENHEPA, HAXKMNTE KHOMKY
OK (cm. puc. 11).

12:40 N = 52l 65% @

N R SRl 65% @

< KnioueBble KOHTeNHepDI

K 4

3arpysuTtb CospaTtb

D cli12256
HDIMAGE

El

0 testOTP : BHuUMaHMe!
HDIMAGE

Bbl AeNCcTBUTENBbHO XOTUTE yoanuntb

KOHTenHep test?

D year :
HDIMAGE : OTMEHA 0K

Pucyrok 11. YpaneHue knto4eBoro koHTeliHepa

Crpatuua 14 uns 25



MKTA.00101-02 92 03. Kpuntollpo CSP. MHcTpykuus no ucnonssoeanuo CK3W nog ynpasnennem OC Android

2.4.6 T[llpocmoTp uHdOpMaLUN O KJIOHEBOM KOHTelHepe

[ns npocmoTpa mHopmaumm o koHTeliHepe (Hanu4ue cepTudprkaTa B KOHTEHEPE, aNropuTM, 4JIMHA 1N CPOK

AEACTBUS KIOHa, NMPU3HAK IKCMOPTHOCTY KitOYa) Ha BkAagke KntoueBble KOHTEMHepPbl HAXXMUTE Ha KHOMKY —* Yy
HEODXOANMOrO KOHTERHEPA, B OTKPLIBLLUEMCS MEHIO HaxxmuTe KHonky MHdopmauyus o KoHTeiiHepe.

OTtkpoetcst okHo «VHdbopmauumsi o koHTeliHepey (cm. puc. 12).

12:43 N D w2l 65% @

< WHdopmaumsa o KoHTeliHepe

test
HDIMAGE

Knioy o6meHa

CepTudukaT B KOHTeHepe
npucyTcTByeT

AnropuTt™m knrova
FOCT P 34.10-2012 (256) DH

[nvHa knoyva (6uT)
256

JKenopT kova
paspelueH

CpoK gencTBUA 3aKpbITOro Kto4va
20.08.2023 12:16:20

PucyHok 12. NpocmoTp nHbopMaumm o KJOHEBOM KOHTEHEpe
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2.4.7 TlpocmoTp cepTuchukaTta U3 KAKOYEBOro KOHTeliHepa

Onsa npocmoTpa unHdopmaumm o cepTudukaTe, YCTAHOBJEHHOM B KJIOYEBOM KOHTeliHepe, Ha BKJagKe

KntoueBble KOHTEAHEPbI HAXKMUTE HA KHOMKY ° Yy HEOBXOLMMOro KOHTEliHEPa, B OTKPbLIBLUEMCS MEHIO HaXXMUTE
kHonky MNMpocmoTpers cepTudmkatol.

Otkpoetcst okHo «[lpocmoTp ceptudprkatos» (cm. puc. 13). Haxmute Ha ceptudpukat, 4Tobbl YBUAETH
pacluMpeHHble CBOICTBA cepTuduKkaTa (Cpoku LEeNCTBUS, aNropuTM KaoYa 1 apyrue).

Y106kl nOCTPOUTHL LienoYKy cepTudnkaTos, HaxmuTe kHonky . OTkpoetcs okHo Llenoyka ceptudukaTtos
C MOCTPOEHHOI LLENOYKOIA.

N R 2l 66%8 N 1l 66%8

< MpocMmoTp cepTudukKaToB < Lienoyka ceptudukaToB

ﬁ user_1_year i user_1_year
11.04.2022 - 11.04.2023 11.04.2022 - 11.04.2023

NHdbopmauua o ceptudukarte o "
(opmay pTUd TecToBbIV Nog4mMHeHHbIn YL 000

CepuitHblit Homep: 033d97bf0074ae79af4a578ee4186 ﬁ "KPUMTO-MNPO" FOCT 2012 (YL, 2.0)
2d404 26.07.2021 - 26.07.2031
Bnapgeneu: user_1_year

TecTtoBbIv ronoeHon YL 000
Wspatens: user_1_year i "KPUMTO-MNPO" FOCT 2012 (YL, 2.0)
26.07.2021 - 26.07.2036
Lencteutenen c: 11.04.2022 14:27:34

DencteuteneH no: 11.04.2023 14:37:34

Anroputm kntoya: GOST3410_2012_256

Lienouka cepTuhunKaToB yCMeLwHo NoCTPOeHa 1

npoBepeHa.

Pucyrok 13. MpocmoTp ceptudmkata (Lenoykn cepTndrkaToB) U3 KIOHYEBOrO KOHTERHepa
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2.4.8 VYcTaHoBKa cepTucukaTta B KJIHOYEBOW KOHTelHep

YT100Obl yCTaHOBUTL CepTUPUKAT WAM LENOYKY CEPTUMKATOB B KOHTeliHep, Ha Bknagke Knrouesble
KOHTEMHEePbl HaXXMUTE Ha KHOMKY ° Y HeobxoAWMOro KOHTeliHepa, B OTKPbLIBLUEMCS MEHIO HaX>XMUTE KHOMKY

VYcTaHoBuTL ceptudpmkar.

Otkpoetcst okHo «YcTaHoBka ceptudpmkatay (cm. puc. 14). Haxmwnte kHonky Pacnonoxkexue daiina
ceptucpmkarta n BoibepuTte B NpoBoAHMKe aiin ¢ Heobxoammbim cepTudukaTom (.cert, .crt) nam uenoqkoin (.p7b).
Hakmute kHonky YCTaHOBUTDL /151 YCTAHOBKU BbIOpaHHOro cepTudumkaTa/Lenoykn B KOHTERHEp.

12:59 Nf 2 12 all 66%i

< YcraHoBKa cepTudukaTa

YcTtaHaBnuBaeMblii ceptudukar

PacnonoxeHue ¢aina ceptudukara

YKaxuTte pacrnonoxeHue daina yctaHaB1MBaeMoro @
cepTudukaTa

YcTaHoBUTb

PucyHok 14. VctaHoeka cepTudmkaTa B KNHOYEBOI KOHTEAHEP

Crpatuya 17 us 25



MKTA.00101-02 92 03. Kpuntollpo CSP. MHcTpykuus no ucnonssoeanuo CK3W nog ynpasnennem OC Android

2.4.9 DkcnopT cepTudmkaTa U3 KJKYEBOro KOHTelHepa

YT100Obl 3KCMOPTMPOBaTL CEPTMMUKAT WAM LEMNOYHKY CEPTM(UKATOB W3 KJIIOHEBOrO KOHTeliHepa, Ha BKIafAKe

KntoueBble KOHTEAHEPbI HAXKMUTE HA KHOMKY ° Yy HEOBXOLMMOro KOHTEliHEPa, B OTKPbLIBLUEMCS MEHIO HaXXMUTE
KHOMKY DKCnopTupoBaTb cepTudmkar.

OTkpoetcst okHO «IkcnopT ceptudpmkaTtay (cm. puc. 15). VcTaHoBuTe nepeknioHaTenb B COOTBETCTBYHOLLEE
none Ans Bbibopa obbekTa aKNopTa — cepTudMKaT UK Lenoyka cepTudunkaTos. HaxxMuTe KHOMKY DKCNOPTUMPOBaTL
Ons aKcnopTa cepTudmkaTta uau uenovku. B oTkpbiBlwEMCcs NpoBOAHMKe BbiDEpETE KOHEYHYIO Manky, B KOTOPYH
HEobXxoANMO 3KCNOpTMPOBaTb cepTudmkaT uanm uenoydky. Haxkmute kHonky CoxpaHuTb ans coxpaHeHusi chaiina
cepTndprkaTa WK LENOYKMN B YKA3aHHYIO Manky.

13:05 N R 2l 67% i@

< Jkcnopt cepTudumkara

3KcnopTupyemblii ceptugpukar

@ KcnopTupoBaTb cepTudmKaT

O JKCMOPTUPOBATh LIEMOYKY CEPTUDUKATOB

3KcnopTupoBaTtb

PucyHok 15. DkcnopT cepTudpmkata U3 KIOHEBOro KOHTelHepa
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2.4.10 W3meHeHune Napons KJAKOYEBOro KOHTelHepa

[ns n3meHeHusi naponsi KNOHEBOro KOHTeliHepa Ha Bkiagke KiioueBble KOHTeMHEpPbl HAXXMUTE Ha KHOMKY

* Y HeODXOAMMOro KOHTENHEPa, B OTKPLIBLUEMCS MEHIO HaXKMUTE KHOMKY VI3MeHuTb naposnb.

OtkpoeTcsi okHO «lI3meHeHne naponsiy (cm. puc. 16). B cooTBeTcTBytOLWME NONS BBEAMTE TEKYLLMIA Naposb OT
KOHTeliHepa, HOBbI MapoJib U NOATBEPAUTE €ro NOBTOPHbIM BBOAOM. Haxxmute kHonky MI3mMeHnTb naposns.

X 2 2l 67%

< WN3ameHeHue napons

— TeKyLmii maposib OT K/IOYEBOro KOHTeNHepa

. ©®©
— HoBbIll Naponb OT KNOYEBOr0 KOHTeHepa/HocuTens

©
— MNoaTBepxaeHue

©

N3MeHuTb Naponb

PucyHok 16. 13meHeHne napons KAKOHEBOro KOHTeliHepa
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2.5 Onepauyun c ceptudukaTamm

Bknagka CepTudmkaTtbl cogepxuT MHMOPMaLMo O cepTudmkaTax, ynopsfoHeHHbIX No 3 xpaHuanwam:
Hosepennbie kopHeBble LC, Tlpomexytounbie LIC u [pyrue nonb3osatenu. YT1obbl 06HOBMTL nepedeHs
cepTUdUKaToB, NOTSAHUTE SKPaH CBEPXY BHUS3.

13:112 N 2 52l 68%d

< Ceptudukartnbi

JloBepeHHble KopHeBble LIC

MpomexxyTouHble LIC

[Lpyrve nonbsosartenu

Pucynok 17. Bknagka Ceptudpukatsi
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2.5.1 [MpocmoTtp nHdopmayum o ceptucukarte

[ns npocmoTpa nHdopmaumm o ceptudrkaTe HAXKMUTE Ha CepTUUKAT.

13:13 N 2n Wl 68%

< CepTtudukarbi

[osepeHHble KopHeBble LIC

MpomexyTouHble LIC

D,pyrue noJjib3oBaTenun

user_1_year
11.04.2022 - 11.04.2023

UHdopmaLms o cepTudukate

CepuitHblin Homep: 033d97bf0074ae79af4a578ee4186

2d404
Bnapgeneu; user_1_year
N3paTenb: user_1_year

Lencteutenen c: 11.04.2022 14:27:34
Lencteutenen no: 11.04.2023 14:37:34

Anroputm kntova: GOST3410_.2012_256

Pucyrok 18. CeoiicTa cepTudpmkarta
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2.56.2 VYcTaHoBka cepTucmkata B XpaHunuuie

Y7100kl ycTaHOBUTL cepTudmKaT C YCTPOCTBA B XxpaHunuile, Ha Bkaagke CepTudmkaTbl HaXKMUTE KHOMKY +
OTkpoetcst okHo «YcTaHoBKa cepTudbmkatay (cm. puc. 19). YcraHoBUTE nepekntoHaTeNb HaNpoOTUB HEOOXOANMOrO
XpaHuanuwa, B kotopoe bymet nomewer ceptudmkat. Haxmure kHonky Pacnonoxexune dhaiina ceprucpukarta u
BblbepuTe B nMpoBogHuke daiin ¢ HeobxoauMbiM cepTudpmkaToM. HaxkmunTe kHonky YcCTaHOBUTL cepTudukaT as
YCTaHOBKU CepTudunKkaTa B BbIOpaHHOE XpaHUINLLE.

13:15 N 2» il 68%

< YcraHoBKa cepTudukaTa

XpaHunue ceptudukaTos

@ JloBepeHHble KopHeBble LIC
O MpomexyTouHble LIC

(O Lpyrve nonbsosatenu

YcTaHaBnuBaeMbliit ceptudukar

PacnonoxeHue ¢aina ceptudukara
Ykaxute pacnonoxeHune d)al?ma yCTaHaBnmBaemMoro .
cepTudukarta

YctaHoBUTH cepTudukat

Pucynok 19. VcraHoeka cepTudmkata B xpaHuiuiie
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2.5.3 VYnpasneHue ceptudumkatom

Ha Bknagke Ceptudpmkatsl y Heobxogmumoro ceptudrkata HaXKMUTE Ha KHOMKY ‘B OTKPbIBLIEMCS] MEHIO
(cm. puc. 20) BocTyrHbI Creayrowme AeiCTBUS C CEPTUPUKATOM:

e [logenutbcs cepTudrkaTom;

e Ckauyatb cepTudumkar;

e [locTpoeHue Lenoykmn cepTngnKaTos;

e VYaaneuune ceptudukara.

N = 52l 69% i@

user_1_year
11.04.2022 - 11.04.2023

A @

Mopenntbes

|&

CkavaTb

e+ [lOoCTPOUTb LIEMOYKY

W Yganuts

Pucyrok 20. Vnpaenenune ceptudukatom
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2.5.4 TloctpoeHue uenoyvkn ceptudpmnkaTos

[Ons noctpoeHus uenouknm ceptuchukatoB Ha Bknagke CepTucpukaTbl HaXKMUTE HA KHOMKY : y
HeobxoanmMoro cepTudpmkaTa, B OTKPBLIBLIEMCS MeHIO HaxxmuTe kHonky lMocTtpoutb uenouky. OTkpoeTcsi OKHO
Llenoyka cepTndunkaToB ¢ NOCTPOEHHON Lienoykoii (cm. puc. 13).

2.5.5 VYpaneHue ceptucukarta

[ns yoanenus ceptudmkata Ha Bknagke Ceptudmkatbl cmaxHuTe cnpaBa HaleBo Heobxogumelii cepTudpmkaT

WKW HAXKMUTE HAa KHOMKY ° Yy HEeobxogmmoro cepTudmkaTa, B OTKPLIBLUEMCS MEHIO HaXXMUTe KHOMKY YaanuTb.
Mocne ycnewHoro ypaneHus ceptudprkaTa MoOSIBUTCS OKHO C Pe3ynbTaToM, coaepxaiyee kHonky OTmena, npw
HaXKaTun Ha KOTOPYIO YAaJeHHbIl cepTudprkat BoccTaHoBuTcs (cm. puc. 21).

17:43 N2 2l 99% B 17:43 N 2 2l 99% 8

< CepTtudumkarnbi <

[oBepeHHble KopHeBble LIC

Ceptudukarnbl

[oBepeHHble KopHeBble LIC

i HYL| Poccun
01.03.2022 - 25.02.2037

i HYL Poccun
01.03.2022 - 25.02.2037

YaocTtoBepAtowWwmi LeHTp YaocToBepsowWwm LeHTp

i EBpasuinckon aKOHOMUYECKon i EBpasninckon aKOHOMNYECKON
KOMMCCUM KOMMCCHM
02.02.2022 - 02.02.2038 02.02.2022 - 02.02.2038

393b Poccun
02.07.2039

TecTtoBblli ronosHon YL, 000
"KPUMTO-MPO" FOCT 2012 (YU, 2.0)
26.07.2021 - 26.07.2036

CryptoPro VPN CA GOST 2012
05.03.2021 - 05.03.2036

YL KPUNTO-NPO (FOCT 2012)
31.01.2021 - 31.01.2036

YL, KPUNTO-MPO (FOCT 2012)
31.10.2019-31.10.2034

CryptoPro VPN CA GOST 2012 G

01102019-01 102034

TecToBbIN ronioBHon YL, 000
ﬁ "KPUMTO-MPO" FOCT 2012 (YL, 2.0)
26.07.2021 - 26.07.2036

i CryptoPro VPN CA GOST 2012
05.03.2021 - 05.03.2036

B YL, KPUNTO-MNPO (FOCT 2012)
31.01.2021 - 31.01.2036

B YL, KPUATO-NPO (FOCT 2012)
31.10.2019 - 31.10.2034

Ceptudukat MuHkomMcBasb Poccun
YCMELIHO yaaneH.

OTMEHA

1511 2018-1511 2033

Pucynok 21. Vaoanenue ceptudpukaTa
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2.6 HacTpoiiku

Bknagka HacTpoiikn no3eosisieT ynpasisTh KIOYEBLIMU HOCUTENSIMUA U YCTAaHOBUTb HEODXOAUMBbIV YPOBEHb
norupoeaHus cobbITuii KpunTonposaligepa.

[nsi n3ameHeHns 0THENSEMOrO KJIKOHEBOrO HOCUTENS UM YPOBHS XYPHANMPOBAHUS YCTAaHOBUTE NEPEKSItOHATENb
HanpoTnB HeobxoanMoro 3HadveHus. [locne cMeHbl KNKOYEBOrO HOCUTENST TPEDYeTCs nepe3anyck MpuioKeHNs.

13:46 8 N = 52l 71%d

< HacTtpoiiku

YpoBeHb norupoeanus (CSP)
@ MuHUManbHbIN

O CpepHun

O MakcumManbHbIn

OThenseMblil KNOYEBOW HOCUTENb

@ Rutoken
O JaCarta

PucyHok 22. Bknagka HacTpoiiku
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