127018, Mockea, Cywésckuii Ban, 18
Tenedpon: (495) 995 4820

®akc: (495) 995 4820
https://CryptoPro.ru

E-mail: info@CryptoPro.ru

CpeacTso
KpunTorpaduyeckoii
3awnThl
ndopmaumu

7\
P KPMMTOIMPO
\_/

Kpuntollpo CSP
Bepcua 5.0 R2 KC1

Icnonnenne 1-Base

NHcTpykumst no ncnonssosaHuto JavaCSP

XKTAM.00101-02 92 04
Jluctos 27

2022 r


https://CryptoPro.ru
mailto:info@CryptoPro.ru

MKTHAN.00101-02 92 04. Kpuntollpo CSP. MHcTpykumsa no ucnonbsosaHuto JavaCSP

© 000 «KPUNTO-MPO>», 2000-2022. Bce npaBa 3awyuLueHbl.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoguMT B KOMMAEKT noctaeku nporpammuoro obecnederus CK3W Kpuntollpo CSP Bepcun 5.0 R2 KC1,
Ha Hero pacnpoCTPaHSIOTCS BCE YCNOBUS JINLEH3NOHHOIO coratueHns. bes cneymanbHOro NMCbMEHHOro paspeLueHuns
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymnsi  [pucsoeHne onpepeneHHbix aTpubytoB (agpeca, HOMepa KtOYa, MPaB MCMOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyrolein LoKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOLMNIA MPUHAANEKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

CoK Cpesa pyHKUMOHMPOBAHUSI KOMMIEKCA

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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AHHOTaUMNSA

Hactoswas WHCTpykumsa cogepxut onmcaHme npoLecca YCTaHOBKU U UCMOb30BaHUA KOHTPOJLHOW NaHenu
Kpuntollpo JavaCSP (JCSP), Bxogsiwero B cOCTaB CpeACTBa KpUNTOrpachmyeckoll 3awuTbl  MHOpMaLmu
«Kpuntollpo CSP» sepcus 5.0 R2 KC1 ucnonHerune 1-Base.

Moayns Kpuntollpo JavaCSP npegoctaBasieT mocTyn K peanu3auusiM POCCUIACKMX KpunTorpaduyeckux
aNropnTMOoB U PYHKLMOHUPYET NOA yNpaBieHneM BUPTYasbHOR Java-MaluunHbl.
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1 VYcrtanoska Kpuntollpo JavaCSP

1.1 Cnocobbl ycTtaHoBKN

B cnyyae ucnonbsoaHus Java-mawiunH sepcum 11 n Bbiwe:

YcraHoeka Kpuntollpo JavaCSP B cnyyae akcnnyatayun MO 8 OC Windows/*nix He Tpebyetcs.
DKcnlyaTauusi OCyLEeCTBASIETCA nyTeM AobaBneHusi npoealigepoB B CMUCOK java.security:
security.provider.<N>=JCSP

security.provider.<N>=Crypto
security.provider.<N>=RevCheck

Bubnnotekn gonxkHel bbiTh gobaeneHsl B classpath.

B cnyyae ncnonbsosaHus Java-mawinH sepcun 1.8:

Ons ycranoeku Kpuntollpo JavaCSP Ha [9BM c ycrtaHoBnenHoli Java-mawwunoii Bepcun 1.8 cnepyiite
WHCTPYKLWW, onucaHHol B cooTeeTcTBytowemM ucnonbsyemoii OC pasgene.

OcHogHoii cnocob yctaHoeku Kpuntollpo JavaCSP coctounT B 3anycke komaHgHOro dhaiina, BXOASILLEro B COCTaB
anctpubytuea CK3W; nmMsa komaHgHOro cpaiinia 3aBACUT OT OMEPaLMOHHOR CUCTEMbI, HA KOTOPYIO MPOU3BOAWNTCA
yctanoeka. [pyrue cnocobbl — 370 yctaHoBka otaensHo Mogynst Kpuntollpo JavaCSP ¢ nomowbto ycTaHoBLymKa
JCSPInstaller nnn ¢ nomowbto onuun -jar nporpammel java.

B cucreme yxxe moxet 6b1Tb yctanoenen Kpuntollpo JavaCSP 6onee paHHeii Bepcun. B aTom cnyyae mogynb
Kpuntollpo JavaCSP moxeT bbiTh 0OHOBNEH COrNMacHO MHCTPYKUMSM, npuBeaeHHbIM Huke. Cnefyet yunTeiBaTh, YTO
MeXay BEpPCUSIMU MPOAYKTOB MOTYT ObITb CyLWECTBEHHbIE OTNMYMS, B 3TOM Ciiydae nepef ycTaHoekoin Kpuntollpo
JavaCSP Heobxogumo npenBapuTesibHO yaanuTh MPeabIAyLLyO BEPCUIO NPOSYyKTa.

Ons ycranosku Kpuntollpo JavaCSP Bbi gosiKHbl nMeTh NpaBa agMUHUCTPATOPa Ha faHHOV paboyeli cTaHuuu.

1.2 Koguposku B Java

Mpu 3anycke knaccoes Kpuntollpo JavaCSP coobuuieHus BynyT BoIBOAUTLCS B KOAWPOBKE, NpuHsaTol B Bawwei
BUPTyanbHO MawwmHe Java no ymonyaHuto. Ecnm kogupoBka, yctaHoB/ieHHasi Java npuw 3anycke, OT/MYAeTCs OT
KOGUPOBKM OKHa, TEKCT DyfaeT oTobpaxaTbcsi HEKOPPeKTHO. MI3mMeHnTb KogmpoBKy npu 3anycke Java MOXHO, yka3as
3HayeHmeM nepemMeHHon file.encoding Hy>XHyHO KOAMPOBKY, Hanpumep:

java -Dfile.encoding=Cp866 -version
/13 kopa nporpaMMbl CMEHUTbL KOGUPOBKY MOXHO METOAOM:
System.setProperty("file.encoding", "UTF-8")

Ecnu Bbl xotuTe, 4tobbl Kpuntollpo JavaCSP BbiBogun cooblueHns B Apyroil KOAWpPOBKE, U3MEHNTE 3HaYeHNe
nepemeHHoii. Takoe BO3MOXHO, HanpuMmep, ecim Bbl cobupaetech nepeHanpasuTb BbiBog B haiil U aHAaAU3MPOBaATh
€ro NoTOM, WUCMOJIb3yst APYTYIO KOAUPOBKY:
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install.bat \java >log.txt 2>&1

B UNIX-cuctemax Java-malimHbl NCNoNb3yloT ANs ONPefesieHnst KOAMPOBKM 3HadeHume nepemenHoin LANG.
Moxanyiicta, ybeanTecs B TOM, 4TO 3Ha4YeHUE STO NMEpPeMEHHON COBMajaeT C KOAMPOBKO Bawero okHa.

1.3 VYcrtaHoska Ha Windows

B cnyyae ucnonbsoaHus Java-mawiunH sepcum 11 n Bbiwe:

Vcranoeka Kpuntollpo JavaCSP B cnyyae skcnnyaTtauun MO 8 OC Windows He TpebyeTtcs.

Vcranoeka Kpuntollpo JavaCSP na OC Windows c ycrtavoeneHHoli Java-mawunoii sepcun 1.8 pgonxHa
MPOBOANTLCS AAMUHUCTPATOPOM C MOMOLLLIO KOMaHAHOW CTPOKM U3 Manku C NHCTa/IATOPOM:

setup_console.bat <nyrs_x_JRE>
Hanpumep: setup_console.bat "C:\Program Files\Java\jdk1l.8\jre"

Mpn atom BymeT mcnonb3oBaThCs UCnosHsieMbldi paiin <JRE>\bin\java.exe, a Takxe DyseT npousseneHo
nonHoe ypanenue daiinos Kpuntollpo JavaCSP, yto moxeT 6bITe Heobxogumo npu paspeweHun owmnbodHbIX
cutyauuii. B nobom cnydae, nepef ycTaHOBKOW aBTOMAaTUHECKU OCYLUECTBASIETCS MOMbITKA AENHCTa ALK
Kpuntollpo JavaCSP Ha cnyuyaii, ecnu oHO BbIno paHee yCTaHOBMEHO.

Ecnu nmsa komnaHum coneput npobesibl, TO OHO AOMKHO DbITh 3aKNtO4EHO B KaBbluku. Ecin ums komnanuu
YKa3bIBAETCS1 HA PYCCKOM $A3blKe, TO KOAWPOBKA AOJKHA COBMafaTh C ykasaHHol B <JRE>\1ib\font.properties.

Mo OKOHYaHWMM MpoLEecca YCTAaHOBKU HEOBXOANMO ybeanTbcst B KOPPEKTHOCTU YCTAHOBKU U BBECTU JIULEH3MIO
(cm. Beog cepuiitoro Homepa nuueHsun). Ecnm oHa He Bbina ykasaHa cpasy, HeobxoarmMo 3anycTuTh CLeHapwii:

ControlPane.bat <myTrb_k_JRE>

Ecnu ycraHoBKka 3aBeplunnack ycnewHo, To byaer 3anyuieHa KOHTPOJIbHas NaHesb, B Hell HeobxoanMo nepeinTu
Ha Bknagky Java CSP. lNpu HeobxoanMocTu BBEAMTE JINLIEH3NIO, KaK 3TO ONMUCaHO B pa3gaenie KOHTposibHas naHesb.

B cBA3M C BO3MOXHOCTLIO OAHOBPEMEHHOro cocyliecTBoBaHust Heckosnbkux JRE Ha opgHom komnbtoTepe
HeobxoAnMoO cneanTb 3a TeM, 4TODbI YCTaHOBKa, yaaneHue n ucnonwsosaHue Kpuntollpo JavaCSP nposogunock
ogHum un Tem xe JRE, To ecTb mporpammHblie Momynu 3anyckanucb OAHUM U TEM XK€ WCMOJIHSEMbIM halisiom
<JRE>\bin\java.exe.

1.3.1 VYcraHoBKa c nomouibto rpadpnyeckoro NHCTannsaTopa

Vcranoeka Mmogynst Kpuntollpo JavaCSP Bmecte ¢ HaTuBHOlU OubAMOTEKON MOXKET Takke MOXeT OblTb
BbIMOJIHEHA C MOMOLLBIO TPacPUYECcKOro yCTaHOBLYMKA setup.exe. 3anyck setup.exe AO/KEH MPOU3BOANTLCA MOf
ynpaBJieHNeM YYeTHOIM 3anncnm agMUHUCTpaTopa.

Mowarosbili npouecc ycranoeku Kpuntollpo JavaCSP ¢ nomouwbto rpadhmyeckoro ycTaHoBLMKA NpeAcTaBieH
Ha puc. 1 — 3.
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

BeifbepuTe s3bik/choose language:

Pycckuii 1=

Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucyrok 1. OkHo BbIbOpa si3blka MHCTaNNSATOPA

|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcraHoBKa
BbiGepute aeiictene:

(®) YcraHoBuTh

() Ypanutb

Crypto-Pro Installer, 2005-2018

Hazan OTmeHa

PucyHok 2. OkHo Bbibopa aelicTBust
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|£] JCP Installer — X

/7 N\
P KPUMTOMPO
N—""

YcraHoBKa
lMonbzoBaTeNbCKOE NHULIEH3MOHHOE CornallleHue

Kpuntollpo 1CP ~

NIMUEH3MOHHOE COlMALLEHWE

CpoK MCNoNb30BaHKA AeMOHCTpauMoHHoi sepcui KpunTollpo JCP orpaHuyed
90 OHAMKM C MOMEHTa YCTaHOBHM.

Mepenaya npae Ha MCNOMb30BaHKe NPOrpaMMHoro obecnedeHns
npoussoactea 000 "KPUNTO-TNPO" ocylwlecTBASETCA Ha OCHOBaHUU
JIMLEH3HOHHOrO COTNaLLeHKS.

(® 91 npuHMMato

() 9 oTkasbiBalh
Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

PucyHok 3. OKHO C NMUEH3NOHHBIM COrlalleHnem

Mocne Bbibopa si3bika u AeiicTBust (yCTaHOBKA/yAaseHNE) MaCTEPOM YCTaHOBKM DyfeT MpeasiokeHo ykasaTb,
B Kakoii JRE BygyT npomsBoguTbCsi HAacTpoiika, Kakme MOAYNM CleAyeT yCTaHoBUTb/yaanuts/obHoBuTs (cM. puc. 4,

puc. 5).

|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcTaHOBKa
BeibepuTe JRE

(®) YcraHosnenHbie JRE
C:\Program Files\Java\jre1.8.0_172 E2
() BoibpaTh JRE
OTKpbITD. ..

OnucaHune JRE:
Version: 1.8.0_172, 64-hits

Crypto-Pro Installer, 2005-2018
Hazan Hanee

Pucynok 4. OkHo Bbibopa JRE
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| =] JCP Installer

/7~ N\
P KPUMTOMPO
N—"

YcraHoBKa
BribepuTe NpogoyKThI:

KpunTonposaiiaep JCP

BKNKOYMTE YCHAEHHBIA KOHTPOE MCMONE30BAHNA KNkYei
Moaynb WhhpoBaHUs
|:| Mogyne NOAAEPHKM KAPT W TOKeHoB, Tpebyer OCF (ycTapen)
[] Moayns nonnepskun kapT u TokeHos
DTLS npoeangep

[ Mopynu CAdES, XAdES, TpebytoT bouncycastle: be™-jdki5on-1.50

MpoBaiigep No yMonyaHMH:

Java CSP (3w, 3UN, wudpoeaHie) w

Crypto-Pro Installer, 2005-2018

Hazan Hanee OTmeHa

Pucynok 5. OkHo BbibOpa npogykTa

MNpn ycTaHoBKe NpoBaiifjlepa MOXHO YKa3aTb, Kakoli W3 HuMX OymeT uCnosib30BaThCs Mo ymondauuo. B
JaNbHelileM 3TO HaCTPOIiKy MOXHO U3MEHUTH B NaHeNU Ha 3aknagke « Anroputmbly. B 3aBucumocTn ot npuopnTeTa

TOT WJIN MHOIA npoBaiigep bygeT HaxogMTLCS Bbile B CMUCKE NPOBAigepoB java.security.

E.f

Mpumeyanue. MNpn ycranoeke mogynst CadES Heobxogumo ckonuposate B nanky <JRE>/1lib/ext daiinbi
bnbnnotek bouncycastle.

C nomoubto nyHKTa «YCTaHOBUTLY» MOXET ObITb MpoM3BefEHA KaK YCTaHOBKA, Tak U ODHOBAEHWE MOAyneil.
Ecim B ykasanHoii JRE yxe umeetcs yctaHoenewubii JCP n gpyrue mogynn (B tom umcne JCSP), 1o moxer
ObITb NPeANnoXeHO UX ODHOBWTL, €CM UX Bepcust ycTapena. 3aTeM OyAeT NpeAnoXeHO ykasaTb CepuiiHble HOMepa
BbIOpaHHbIX Ansi yCTaHOBKW npoaykToB (cM. puc. 6). Ecnu oHm He ykasaHbl, To BymyT MCnonb3oBaHbl CepuiiHble
HOMepa Mo YMOJIHaHMNIO CPoKOoM AelicTBus 3 mMecsua. B 3Tom ke okHe BO3MOXXHA MpOBEpPKa JNLEH3NIA.
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| =] JCP Installer

— X
/-—\
P KPNMTOMPO
T
YcraHoBKa
BeeauTe cepuitHble HOMepa AN NPOAYKTOB:
JCP:
JTLS:
JCSP:

Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

PucyHok 6. OkHO BBOAA CepuiiHbIX HOMEPOB MPOAYKTOB

[Nanee BymeT NpeAnoxeHO NPOBEPUTH KOPPEKTHOCTb BBEAEHHON paHee MHGoOpMauuu, yaaneHue HacTpoek (B
cnyyae yganeHns mogyneii) (cm. puc. 7).

| £ JCP Installer

N\
P KPUMTOMPO
—"

YcraHoBKa
NpoBepbTE, BCE N HACT POIKW YKa3aHbl BEPHO.

CNMCOK MOZYeA:

*% KpunToOnpoBainaep JCP
CepUiAHbIA HOMEp:
YCHIEHHBIA PEXMM KOHTPONA KIoHeil: BKIHYeH

#% Mogyne WdposaHus

*% HaTWBHBIN KpUNTONpoBaigep Java CSP, TpebyeT Kpuntolpo CSP
CepUIAHBIA HOMEp:

*% [poBaigep No YMOM4aHuo:
Java CSP (x3w, UM, wwbposaHwe)

Y0anuTb coXpaHeHHble HaCTpOI:i KH

Crypto-Pro Installer, 2005-2018
Hazan YcTaHoBKa OTmeHa

PucyHok 7. OKHO NpoBepKn HaCTPOEK yCTaHOBKM/yganeHus

3aTeM npousoiigeT ycTaHoBKa/yaaneHne BbIOPaHHbIX MPOAYKTOB C BbIMOJNHEHWEM JIOTUPOBaHUSI B OKHe
ycTaHoBwwmka (cm. puc. 8).
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—"

YcraHoBKa

MMpoLecc MoXEeT 3aHATb HECKONMBKD MUHYT.
Moxanyicra, NOAOXANTE. ..

Laueeu Uy . Java.anmg. iU SULir el TOU L ALEDOUTT. TUL Gy pPOUrTUL O IOUTS.LI_£L.
at java.lang.Class.getConstructor0(Unknown Source)
at java.lang.Class.getConstructor(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_23.a(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_23.a(Unknown Source)
at ru.CryptoPro.JCP.tools.cl_22.run(Unknown Source)
... 9 more

~

< >
Crypto-Pro Installer, 2005-2018
YcTaHoBKa OTmeHa

Puncyrok 8. OkHo npouecca ycTaHOBKM

B cnyyae ycnewHoro BbinosHeHnsi ycTaHOBKM byaeT oTtobpaxeHo okHo (cm. puc. 9). lNocne nepexoga panee
B C/ly4ae YCTAHOBKM MOXET ObITb MPEeANoKeHO 3anyCTWTb MaHeNb YNpaBfeHWs U CO34aTb sSPAblK ANs 3amycka
KoHTposnbHoii navenn Ha Pabouem ctone (cm. puc. 10).

|£] JCP Installer — X

/7~ N\
P KPMMTOMPO
N—"

YcTaHOBKa
MNpouecc 2aBeplueH.

T O T OO SO T TP TS Te o

$$ Arguments $% ~
exec arg: C:\Program Files\Java\jre1.8.0_172\bin\java.exe
exec arg: ru.CryptoPro.JCP.Util.SetPrefs

exec arg: -system

exec arg: -node

exec arg: /ru/CryptoPro/JCP/ULil

exec arg: -key

exec arg: PaneDefaultProvider_class_default

exec arg: -value

exec arg: 0

Default provider completed: 0

< >

Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucynok 9. OkHoO ¢ pesynbTaTamu yCTaHOBKM
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—""

YcraHoBKa

[Mozapasnaem! BoiNONHEHWe 3aBepLUeHO.

CoznaTh ApnbiK Ha pabouem cTone

3anycTHTb NaHenb YNpPaeneHns

Crypto-Pro Installer, 2005-2018
3aKpbiTh

PucyHok 10. 3aBepLueHne ycTaHOBKM

I'Ipou,ecc YOANEHNA OTNNHAETCA OT YCTAHOBKUW TOJIBKO OTCYTCTBUEM HEKOTOPLIX LWLArOB, TAKNX KaK JTNLEH3NOHHOE
cornawleHne, eeog Cepl/ll7|HbIX HOMEpPOB.

B cnyyae ownbku cooTBeTCTBYIOLEE COODLLIEHNE MOSABUTCA B XO4€ WM npu 3aBepweHun onepauun. Ecam no

KaKUM-TO MPUYMHAM YAANUTb NPeAbIAyLLylo Bepcuio He yaaetcs (Hanpumep, dalifibl 3aHATbI APYriiM MPOLECCOM),
OymeT NpefsioxXeHO nepe3anycTuTb yCTaHOBWMK (cMm. puc. 8).
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YnaneHune
HeobxoauMo nepezanycTUTb MHCTANNATop.

s e
®aitn C:\Program Files\Java\jre1.8.0_172\lib\ext\QCF.jar He HaigeH. A
Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\)JCPRevChe
Owwubka npu yonanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\JCPRevT o0
Owwbka npu yaanednn C:\Program Files\Java\jre1.8.0_172\lib\ext\CAdES.jar
Owwubka npu yaanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\XAdES.jar ¢
Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\AdES-core.
Owmbka npu yaanednn C:\Program Files\Java\jre1.8.0_172\lib\ext\XMLDSigRI
®aiin C:\Program Files\Java\jrel1.8.0_172\lib\ext\JCSP.jar He HaigeH.

Owwubka npu yaoanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\J6Oscar.jar
®aitn C:\Program Files\Java\jre1.8.0_172\lib\ext\J6CF.jar He HailaeH.

Owwubka npu yaanedun C:\Program Files\Java\jre1.8.0_172\lib\ext\Rutoken jar

< >
Crypto-Pro Installer, 2005-2018
Hanee OTMeHa

Pucynok 11. Owubka npy yaaneHnn KOMNOHEHTOB

Mocne HaxaTusi Ha kHoOMKy «[lanee» ycTaHoBWUK OyaeT nepesanywieH U nepelijeT K CTaguu NPOBEPKM
BBEAEHHOI MHdopMaumn (CM. puc. 7), MOC/iIe Hero paHee MpepBaHHas OMepaLnsi YCTaHOBKU/yAaNeHNsi MOXET ObiTb
BO30OHOB/IEHA N 3aBepLUEHA.

1.3.2 VYcTaHoBKa C NOMOLLbIO KOMaHOHOW CTPOKU

KoHconbHasi Bepcusi ycTaHoBwmMka setup_console.bat npu 3anycke Tpebyer ykasate JRE. Ona mano
OTANYaeTcs OT rpachnyeckoii sepcun. Bo3amMoxHbl 2 BapraHTa MCMNOIL30BaHMSI KOHCOIBHOMO YCTaHOBLLMKA:

1) nowaroBo ykasbiBaTb si3blk ycTaHoBwMka, JRE 1 BBOAMTL faHHble aHANOTMYHO TOMY, Kak 3TO AeNaeTcs
B rpacpr4eckoM YCTAHOBLUMKE; MpW 3TOM MOXHO WCMONb30BaTh KiaBuwy Enter gns coxpaneHns 3HadeHusi mno
YMONYAHMIO HA KaXKJOM Luare.

2) BbINOMHMTL YCTAaHOBKY/yAaneHue 6e3 B3aumopeiicTBusi ¢ nosb3oBaTtenem. ObsizaTenbHo Heobxognmo
yKa3blBaTb aprymeHT -force. DTO BO3MOXHO NPy UCMOIb30BAHMN LONOJHATEbHBIX NaPaMETPOB KOMaHAHOI CTPOKM,
Hanpumep (setup_console.bat -help):

setup_console.bat <JRE> -force [-ru | -en] [-install | -uninstall] [-jre <value>]
[-jcp | -jcryptop | -cpssl | -cades | -rutoken | -j6cf | -jcspl [-serial_jcp <value>
-serial_cpssl <value> -serial_jcsp <value>] [-rmsetting] [-default_provider [0]1]]

roe:

e [-ru|-en] — A3bIk nHcTanNsTOPA,

e [-install | -uninstall] — BbibpanHoe gelicTeune (ycTaHoBka uan yaanexue),

e [-jre <value>] — nyts k JRE (no ymonuanuto, ecnm napametp He 3agaH, bygeT mcnonb3oBaTbes
Tekywas ucnosnHsiemas JRE),

e [-jcp | -jeryptop | -cpssl | -cades | -rutoken | -j6cf | -jcsp] — ocHoBHbIE fOCTynHbIE MoAyAN,

e [-serial jcp <value> -serial cpssl <value> -serial jcsp <value>| — cepuiinble HOmepa Ans
BbIOPaHHbIX NPOLYKTOB,

e [-default provider [0 | 1]] — nposaiigep no ymonuanuto (0 — JCP, 1 — JCSP),

e [-rmsetting] — yganeHne cyllecTBytoWNX HACTPOeK (TONBLKO NpY yAANEHN MOAYNEN).
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BofbWMHCTBO apryMeHTOB MOXET ObITb OnyLieHo. Tak, OTCYTCTBUE OMUUU -jre MPUBEAET K WUCMOJIb30BAHMIO
Tekyweli ucnonusiemoii JRE, 3apanHoii 8 <JRE>.

Mpumepbl kKomMaHa:
1) ycraHoeka JCSP u cpSSL B C:\Program Files\Java\jre8 c yka3saHuem cepuiiHoro Homepa ansi JCSP n
HasHadeHuem JCSP npogaiigepom no ymondanumto:

setup_console.bat "C:\Program Files\Java\jre8" -force -ru -install -jre "C:\Program Files\
Java\jre8" -jcp -jcsp -cpssl -serial_jcsp XXXXX-XXXXX-XXXXX-XXXXX-XXXXX -default_provider 1

2) ypanenue JCSP B JRE no ymonuanuto (Tekywasi ncnonusiemasi JRE):

setup_console.bat "C:\Program Files\Java\jre8" -force -en -uninstall -jcsp

B atom cnydae nocne yganerus JCSP Bce ewe ocraetcs nposaiifepom no ymondauuto. s n3meHeHus
npoBaiifepa No YMOSHAHUIO BOCMOb3YATECH 3aKNAAKON « ANrOpUTMbI».

1.4 VYcranoBka Ha UNIX un Mac OS

B CJlyHa€ ncnoJib30BaHuA Java-mawinx BEPCUN 11 n BbiwWwe:

VcraHoeka Kpuntollpo JavaCSP B cnyvae skcnayatayum MO B OC *nix e Tpebyerca. B cnyvae OC
*nix nactpoiika CK3W coctout B 3anycke komaHgHoro chaiina configure.sh, exogswero B coctae guctpubyTtusa
Kpuntollpo Java CSP, gns co3paHusi uepapxum nanok, HeoOXOAUMOWA AN CO3LaHUSt U XPaHEHUS KIIHOHEBbLIX
KOHTEHEPOB. 3anyck KOMaHAHOrO haiifia OCYLLECTBASIETCS MOA YNPaBAEHMEM YYETHOR 3anncu agMMHMCTPaTOpa.

VYcranoska Kpuntollpo JavaCSP na OC UNIX ¢ ycraHoenenHoli Java-mawmHoii Bepcun 1.8 ocyuiectensieTcs
aHasornyHo yctaHoske Kpuntollpo JavaCSP Ha Windows, ¢ pasHuueli aniwb B ncnonHsiemsix daiinax gas yCTaHOBKM
1 3anycka KOHTPOJILHOW naHesun.

Ons ycraHosku Kpuntollpo JavaCSP HeobxoanMo BbINOAHUTL KOMaHZY:
./setup_console.sh <myts_x_JRE>

Hanpumep: setup_console.sh /usr/java/jdkl.8/jre

Ons yaanenna Kpuntollpo JavaCSP HeobxoanMo BeINONHUTL KOMaHAY:
setup_console.sh <myTs_x_JRE>

[ns 3anycka KOHTPOJIbHOW NaHeNn HeobXOANMO BbINOIHUTL KOMaHAY:
ControlPane.sh <myTb_x_JRE>

Mpu 3Tom BygeTt ncnonb3osatbes ucnonHsiemslii daiin <JRE>/bin/java.

Vcranoeka Kpuntollpo JavaCSP pgonxna ocyuwiectBnatecs agMmuHucTpatopoM. [lpaBa, Heobxogumble ans
yctanoeku Kpuntollpo JavaCSP, MOXHO Mosy4uTs ogHUM U3 Caefytowmx crnocobos:

e BoiiTn kak nosib3oBaTesb root;

e Buinonuue komanay "su";

e Boinonnue komangy "sudo -s" (eguHcTBeHHbIA wTaTHbIN cnocob gns Mac OS).

[pyroii BapuMaHT yCTaHOBKM — C MOMOLWbIO rpaduyeckoro setup_gui.sh B cucrtemax Unix n Mac
OS ananornynsl Windows, 3a wuckntoueHunem ogHoro otmnmuus: JRE pns ycraHoeku/yganeHuss B rpacdmyeckom
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YCTAHOBLUMKE HEOBXOAMMO yKa3aTb C nomowbto KHOMKNM «OTKpbITh. .. » (cM. puc. 4) unm Bnucas B cneyunanbHoe
none.

['pachmyecknii yCTaHOBLUMK 3aMyCKAeTCs C MOMOLLbIO CKpUNTa setup_gui . sh nog ynpasieHnem y4eTHOR 3anmcu
agMuHucTpaTopa. PaboTa KOHCOMLHOrO ycTaHOBLMKA onucaHa B pasg. 1.3.2.

1.5 JlokanbHas yctaHoBKa Bbi30oBOM Java

B cnyyae ncnonbsosanusi Java-mawnH Bepcuu 11 u Bbiwe:

Vcranoeka Kpuntollpo JavaCSP He Tpebyetcs.

Mpu ycTaHoske Kpuntollpo JavaCSP Ha onepauuoHHble cuctems € ycTaHOBEHHOR Java-mawuHoli Bepcun 1.8,
otnyuble ot Windows n Unix, Heobxogmmo BoCnosib30BaThbCA YCTAHOBKOW Yepe3 Bbi30B Nporpammsbl Java.

MNepen 3anyckom yCTaHOBKU HEOBxoauMo ybeauTbcst B TOM, YTO:

® BCe CIDaVIJ'IbI ONA YCTAHOBKN HaxXOoAATCA B O4HOM KaTaJiore;

e B nepemeHHoii okpyxeHust PATH nepebim BcTpedaetcs katanor <JRE>/bin/ umenno Toii Java-mawmHsl, B
KOTOPYIO MAAHUPYETCS NPOBOANTLCS YCTAHOBKA, MO0 MPU KaXKAOM BbIMOJSIHEHUN KOMaH/A, YKa3bIBA€TCS MOJIHbIN NyThb
K ncnonHsemomy daiiny Java;

® YCTAaHOBKA MPOU3BOAUTCSA aAMUHUCTPATOPOM.

[ns 3anycka nporpammbl yCTaHOBKM Heobxo4MMo BbI3BaTh Java ¢ nmeHeM jar-chaiina, Hanpumep:
java -classpath JCSP.jar ru.CryptoPro.JCSP.JCSPInstaller

[porpamMa yCcTaHOBKYM NOAAEPXKUBAET CAEAYHOLLNE KOMAHAbI:

-install

VcTaHOBKA NakeTa WM HECKOJSIbKMX MaKeTOB.
-uninstall

VnaneHne ofHOro UM HECKOJIbKUX MaKeTOB.
-installed

Mony4yeHne cnucka YCTaHOBJIEHHbBIX NaKETOB.
-help

[Nony4yeHume cnpaBku.

Mpu BbLINOMHEHNN KOMaHAbI MOTYT DObITb YKa3aHbl LOMOJHUTENbHbIE OMLMUNA:
-skipFiles

3anpetuTs konupoeate wan yaanate JAR-caiinbl.
-rmsetting

Vpanute Bce HacTpoiiku. [pn 3aganum 3Toli onuumn OynyT ypaneHbl BCE MOJMb30BATENbCKUE U
aJMVHUCTPATUBHbIE HACTpolikn. PekomeHayeTcst NCNob30BaTh 3Ty ONUUIO TOJILKO Npu nosaHoM yganeHun Kpuntollpo
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JavaCSP c komnstoTepa. MNpu obHoeneHun sBepcnmn Kpuntollpo JavaCSP, a1y onuumto ncnonb3oeath He pekoMeHyeTcst.
-verbose [<file>]
HetannanposaHHbili BbIBOJ NPOTOKOA Ha 3KpaH uau B daiin <file>.
-dest [<folder>]
VcranoeuTb B Katanor <folder>.
-force

OTKOYNTL NPOBEPKY HANMYMS PaHEe YCTaHOBNEHHOIO/y[aNeHHOro NakeTa.

[ns nonnoii yctanoskn Kpuntollpo JavaCSP Heobxogumo 3anyctuTs:

java -classpath JCSP.jar ru.CryptoPro.JCSP.JCSPInstaller -install

Mpu yctanoeke naketa JCSP moryT 6bITb yka3aHbl SONOAHUTENbHBIE ONUNM:
-serial XXXXX-XXXXX-XXXXK-XXXXK-XX XXX

VcranoBka cepuiinoro Homepa XXXXX-XXXXX-XXXXX-XXXXK-XXXXX
-company "Your Company"

VCTaHOBKa KOMMaHWM BAafesbLa CEPUIAHOrO HOMEpPA, UCMOJIb3YETCsl TOJBKO COBMECTHO C -serial.
Ecnu ums koMnanum copgepXut npobesibl, TO OHO JO/KHO ObITb 3aK/IOHEHO B KaBbIHKM.

Onsa ynanenns Kpuntollpo JavaCSP Heobxogmmo 3anycTuTh Knacc BapuaHT yCTaHOBKM C onumeli -uninstall,
Hanpumep ciegytowmm obpasom:

java ru.CryptoPro.JCSP.JCSPInstaller -uninstall -skipfiles delfiles.lst

MNocne 3aBepLuerus npouecca yganenust Kpuntollpo JavaCSP Heobxogumo yaannTs Bce dhaiiibl MMeHa KOTOPbIX
HaxoasTcs B cnucke delfiles.lst. Takxe Heobxogumo yaannTe bubnuoteky cspjni.

1.6 Bsopg cepuiiHoro Homepa nuueH3un

s paboTbl C NMLEH3NEN MOXKHO NCMONB30BaTh KOHTPOJILHYIO NaHensb (3aknagka Java CSP) unan komaHgHyto
ctpoky (knacc ru.CryptoPro.JCSP.JCSPLicense).

MuHuManbHble TpeboBaHWUA K JNLEH3UN ONS AAHHOA CUCTEMBbI YKa3aHbl HA KOHTPOJIHOW MaHENU, TakXe uX
MOXXHO Y3HaTb U3 KOMaHAHOW CTPOKMU:

ru.CryptoPro.JCSP.JCSPLicense -required
Beog nuueHsum ocyliecTensieTcs BoI30BOM Kiacca ru.CryptoPro. JCSP.JCSPLicense ¢ napameTpamu:
ru.CryptoPro.JCSP.JCSPLicense -serial "serial_number" -company "company_name" -store

Tak>xe MOXXHO MPOBEPUTL 3aJaHHYIO JIMLIEH3UIO Be3 ee YCTaHOBKMU:
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ru.CryptoPro.JCSP.JCSPLicense -serial "serial_number" -company "company_name"

Bbizoe knacca ru.CryptoPro.JCSP.JCSPLicense 6e3 napamMeTpoB NPOBEPUT YCTAHOBAEHHYIO JINLEH3NIO.

)J,aTy I'IEpBOI7I YCTAQHOBKN MOX>XHO Y3HAaTb C NOMOLUBbKO KOMaHAbI:

ru.CryptoPro.JCSP.JCSPLicense -first

[ns BbiBOAa cnpaBku:

ru.CryptoPro.JCSP.JCSPLicense 7

[ns BBOJA NMLEH3UM C NOMOLLBIO KOHTPOJILHOW NaHenu oTkpoiite 3aknaaky Java CSP u Haxmute KHomky
Beopg nuueH3nun. B oTkpbiBluEMCS OKHe BBefMTE MM MOMb30BaTENs, Ha3BaHWE OPraHW3aLMm U cepuiiHblii HOMep

npoaykTa (cm. puc. 12).

JCP  Anroputmbi  ObopynoBaHue  [ononHuTensHo — OKpyxeHue XpaHunuwa knioveii u ceptudmkaTon
160scar Cepsep JTLS Hacrpoiikn TLS Java CSP Hacrpoiiku Java CSP

KpunTollpo Java CSP v.5.0

(c) KpunTto-Npo, 2005-2018, BCe NpaBa 3aliynilueHbl

JneHzua

Bepcua:

CepuifHbiiA HoMep:
Bnapeneu:

OpraHu3auus:

Tun:

[lonycTUMoe uucno saep:
Bpema neicTens:

[aTta nepeoii yCTaHOBKHK:

Nuuenzua Kpuntollpo CSP:

5.0

PF405-60030-00REK-39

He ycTaHoBneH

He ycTaHoBneHa

CepBepHas, NoanKce W Wk poBaHne

HeorpaHuuexHoe

o 24.09.2018

26.06.2018

CepeepHas nuueHzua (Java CSP HeobxoMMa cepeepHas NULEH3KSA)
|£| Beoa amueHznm >
Mma: USER
OpraHuzauua: ACME
CepmiiHbiii Homep: |00000-00000-00000-00000-0

OK OTmeHa
OK OTmMeHa [pUMeHNTD

Pucynok 12. Beog nuueHsum

1.7 Monwutukun besonacHocTn

Monutukm b6esonacHoctm onuceiBatoTcst B paiine ${java.home}/lib/security/java.policy

1.7.1 nMpaBa poctyna gna JCSP.jar

B cnyyae ucnonbsoaHus Java-mawiunH Bepcum 11 n Bbiwe:

Kpuntollpo JavaCSP 3anyckaercs u3 kaTasora nofib30BaTensi.

Kpuntollpo JavaCSP ycrtanaenueaetcs B katanor ${java.home}\lib\ext. OObi4HO 3TOT KaTanor mmeer
npaBa JOCTyna, paspellatolime BCeM jar-cpaiinam, COAepXKaLMMCs B 3TOM KaTaJlore, NoJly4nTb BCE NpaBa JOCTyna:
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grant codeBase "file:${java.home}/1lib/ext/*" {
permission java.security.AllPermission;

};

Ecnn aToT KaTanor nmeeT npaga 4OCTyna, OT/INYHbIE OT NPUBEAEHHBIX Bbllle, HEODXOANMO HAaCTPOUTL MpaBa AOCTyna
anst JCSP jar. MpumepHbili Bug atoro daiina npueeneH Huxe.

grant codeBase "file:${java.home}/lib/ext/jcp.jar" {
permission java.lang.RuntimePermission "preferences", "read";
permission java.util.PropertyPermission "os.name", "read";
java.util.PropertyPermission "<usedProperty>", "read";

};

<usedProperty> — Property, ncnosb3yembie npu HaCTPoOiike Kaknx-anbo nyTeii.
1.7.2 nMpaBa goctyna gns agmuHuctpatopa Kpuntollpo JavaCSP

AAMVIHVICTpaTOpy besonacHocTy AOJIKHbI 6bITh NpenocCTaB/iEHbI Cegyouwmne npasa AoCTyna:

grant {
permission java.lang.RuntimePermission "preferences", "read";

3

Kpome Toro, agmuHuctpatop 6e30MacHOCTM [OJKEH UMETb MpaBa [OCTYna, 3aBUCSLLME OT OMEPALMOHHON
CUCTEMBbI, ANs1 AOCTYyNa K HacTpoiikam Preferences. Hanpumep, ans Windows agmuHuctpatop 6esonacHocTu fosixKeH
MMETb NpaBa JOCTynNa Anst YTeHus/3anncy B kNtod peectpa HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft\Prefs\ru\
/Crypto/Pro\/J/C/S/P.

1.7.3 [paBa poctyna gns npunoxeHui

YcTaHOBAEHHbIE Ha BUPTYaJibHYO MalUnNHY Java NPUNOXKEHNA HE OOJIKHbI MMETb AOCTYN K KJKOYaM. ﬂ'ﬂﬂ 3TOro
BCE NPUNOXKEHNA, YCTAHOBJIEHHbIE Ha BUPTYaJibHYO MaLlLUHY Java, AOJIDKHbI ObITh NN nosay4eHbl OT npom3Bo,u,|/|Tene|7|
AOBEPEHHBIM cnocobom unm nmeTb npaBa AoCTyna, 3anpewarowme oCTyn K KJKo4YaM.

O6biuHo kaTanor ${java.home}\1lib\ext pa3pelaet BCEM NPUIOXKEHNSM AJis BCEX MOJb30BATENSIM BCE NPaBa
poctyna. Heobxogumo waum orpaHmynTs 3TW npaBa AOCTyna, 3anpeTUB AOCTYN B KaTajloru comepXaliue Kaio4u
(a TakXKe K CMapT-kapTe M AWCKETE) WM YCTAaHABANBATb B 3TOT KAaTalor TONbKO MPUJIOKEHNSI MPON3BOLMUTENEN,
NONyYeHHbIE [JOBEPEHHBIM CNOCOBOM.

1.7.4 T[lpaBa pgocTtyna nonb3oBaTens

Monb3oeaTens Kpuntollpo JavaCSP posxeH obnagaTe cregyrowumy npagaMm gOCTyna:

e [IpaBa gocTyna, 3aBUCSLLME OT ONEPALVOHHON CUCTEMBI, A5t JOCTyna K HacTpoiikam Preferences. Hanpuwmep,
anst Windows nonb3oBaTesib JOKEH MMETL NMpaBa JOCTyna AAs1 YTeHUst u3 Katoda peectpa HKEY_LOCAL_MACHINE\
SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/S/P, B cny4ae ncnonp3osanus Java-mawvH sepcumn 11 v Bbiwwe
— HKEY_CURRENT_USER\SOFTWARE\JavaSoft\Prefs\ru\/Crypto/Pro\/J/C/S/P;

e [lpaBa gocTyna, 3aBUCsLLME OT OMEPALMOHHONA CUCTEMBI, HA YTeHME/3anncb,/co3haHNe KaTaaoroB Ha ANCKETY
(Npu cnonb30BaHWKM HOCUTENS QUCKETA).
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Ef

MpumeyaHne. Ons UNIX-nnatcpopm nanku keys " tmp, 3ajaHHble no
ymonuanuio (/var/opt/cprocsp/keys u /var/opt/cprocsp/tmp), MOryT ObiTb CO3AaHbI TONBKO W3-MOJ,
y4yeTHoii 3anucy root. [Jna ux aBTOMaTWYeCKOro CO34aHuWsi C MpaBUJIbHBIMU NpaBamMmu JOCTyNa JOCTaTOYHO
co34aTb KOHTeliHep u3-nog root uau, B cay4vae ucnosb3oBaHus Java-mawumH Bepcun 11 n Bbilwe, BbINOAHUTH
3anyck configure.sh u3 nanku guctpubyTuea.
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2 KoHTponbHasi naHesnb

Kpuntollpo JavaCSP He umeet cobcTeeHHol KoHTponbHoii navenn. OH gobaensieT cobCTBEHHbIE 3aKaAKu
Java CSP n HacTtpoiiku Java CSP Ha koHTponbHyto naHens. B gaHHOM pa3sgene npuBognTcs onucaHue 3aknagok
Kpuntollpo JavaCSP, koTopbie siBASIKOTCS MHCTPYMEHTOM, MO3BOJSIOMM YCTaHABAMBATL U U3MEHATH JIMLEH3UIO
KpunTonpoBsalifepa, NapamMeTpbl KpUNTONPOBaiiLepa v KpUNTOANrOPUTMOB.

[ns 3anycka koHTposnbHoW naHenu 8 Windows ucnonb3yiiTe:
ControlPane.bat <myrs_x_JRE>

[nsa 3anycka koHTponbHoii nanenu B UNIX ucnone3yiite:
ControlPane.sh <myrs_x_JRE>

3anyck KOHTPONILHOW nNaHenu B APYrUxX OMEPaLMOHHBLIX CUCTEMAx OCYLUECTB/SIETCS 3amycKOM KJacca
ru.CryptoPro.JCP.ControlPane.MainControlPane npuHsTbIM B Ucnonb3yemoii Bamu cucreme cnocobom.

2.1 3aknapka «Java CSP»

3aknagka Java CSP (cm. puc. 13) npegHasHadeHa Ansi npocMoTpa MHOPMaLNMM O TekyLuel ANLEH3NU Ha
ncnosib3oBaHue kpuntonpoeaiigepa Kpuntollpo JavaCSP, a takxe ans ycTaHoBKWM HOBOW SnueH3nM.

|£ ] Hacrpoiiku Kpuntolpo JCP - O X

JCP  Anroputmbl  ObopyposaHue  [lononHuTensHo  OkpyxeHue  XDaHWMMWA KIKOUei n cepTuduKaTos
J6Qscar Cepeep ITLS Hactpoiikn TLS i JavaCsP Hactpoiikn Java CSP

KpunTtolpo Java CSP v.5.0
(c) Kpunto-Mpo, 2005-2018, Bce npaea 3allMLLIEHb]

Jnuenzna

Bepcua: 5.0

CepmifHbiid Homep: PF405-60030-00REK-39

Bnaneneu: He ycTaHoBnex

OpraHuzauua: He ycTaHoBneHa

Tun: CepBepHas, NOANKCE W WHbpoBaHHe

[onycTuMoe yucno sgep: HeorpaHuyexHoe

Bpems peiicTeua: o 24.09.2018

[aTa nepeoi YCTaHOBKM: 26.06.2018

JNnuenzua Kpuntollpo CSP: CepeepHas nuueHzus (Java CSP HeoOXoanMa cepeepHas NULIEH3NS)

Bsoa nuueHzun

OK OTMeHa MpHUMeHnTb

PucyHok 13. 3aknagka «Java CSP» koHTposbHOA naHenm

Mpu ycTanoeke kpuntonposaiigepa Kpuntollpo JavaCSP 6e3 BBOga nuLeH31M Noib30BaTeNtO NPefoCTaBISeTCs
JMUEH3UST C OrpaHM4YeHHbIM CpokoMm geiicteusi. [Ons ucnonssosavus Kpuntollpo JavaCSP nocne okoHuaHus
3TOr0 CpoKa MOJb30BaTENb LOJDKEH BBECTW CepuiiHbili HOMep C bnaHka JluueH3um, nonay4eHHoi y opraHn3aunu-
paspaboTymka MAM opraHmsauuMu, MMELW el NpaBa pacnpocTpaHeHus npogykta (gunepa). Jns BBoga nnueHsum
HaXxmnTe KHOmKy BBOA NWUEH3MM 1 3anonHWTe COOTBETCTBYHOLLEE MONE B OTKpPbIBLIEMCS OKHe (noapobHee cwm.
pasa. 1.6).
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Ecnu Ha yctaHoBneHHblii B cucteme kpuntonposaiigep Kpuntollpo CSP ycTaHoBneHa kineHTCKast nuueH3ms,
To Kpuntollpo JavaCSP npu BbinonHeHun kpuntorpadmyecknx onepaunii NpoBepKy CODCTBEHHOW JIMLEH3UN He
MPOU3BOAMT M JOMYCKAEeT MCMOJb30BaHue BCero dyHkumoHana. Ecnm xxe Kpuntollpo CSP ycraHoeneH Ha cepBepe
1 MMeeT cepeepHyto anueHsmnio, To n Kpuntollpo JavaCSP B cBoto o4epenb TpebyeT cepBepHYO NNLEH3MIO, NPOBEPKY
KOTOPOWi OH MPOW3BOAWUT MPU COOTBETCTBYIOLLMX BbI30Bax Kpuntorpaduyeckux pyHkuuii. Mo ncreveHnmn cepeepHoii
BPEMEHHOI NNLEH3UN, yCTaHaeaueaemoii no ymondaruo, Kpuntollpo JavaCSP nepectanet koppekTHO paboTaTs.

B cnyuae ncnonbzosarus JTLS (cpSSL) cosmectHo ¢ JCSP Ha cepBepe momMumo cepBepHOV NMUEH3NN As
cpSSL noTpebyetca Takxke cepsepHas nuuensus JCSP u cepeepHas nuuensus CSP.

Buumanue! JluueHsus byget coxpaHeHa Tonbko nocie HaxkaTusi kHonok « OK» unn «lMpumennTe>.

3aknagka Java CSP copepxut cnegyrowyto nHgopmaumto:

Bepcus kpunTtonposaiigepa Kpuntollpo JavaCSP;

CEPUIAHBIA HOMEP NINLEH3UM HA UCMOJIb30BaHNe KpunTonpoeaiigepa Kpuntollpo JavaCSP;
UMs Blafenbua JnLeH3nu;

opraHn3aumsi, K KOTOpOii OTHOCUTCS BRagenel;

TUN JNLeH3un;

[OMYCTUMOE YNCNO NPOLECCOPOB ANst fAaHHOW AuMueH3un (He NCnonb3yeTcs);

BpeMsl 4eliCTBUS NINLEH3UN;

JaTy nepBoii YCTAaHOBKMW NpoBaiigepa;

nunuensus Ha Kpuntollpo CSP.

2.2 3aknapka «Hactpoiikn Java CSP»

3aknagka Hactpoiiku Java CSP (cm. puc. 14) npepgHasnadeHa pansi npocmoTpa  uHdopmauum o
KpUNTOMpOBaiifepax, MCNOAb3YEMbIX 451 UCMOSHEHNS KpunTorpaduyeckux onepauuii, npegocraensiemsix Kpuntollpo
JavaCSP.
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|= | Hactpoiiku Kpunrollpo JCP

JCP  AnroputMbl  OBopynoBaHM
160scar Cepeep JTLS

Bbibepute Tun CSP Anst HACTPOKK

GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange

- | >

e [lononHutensHo — OKpyxeHue Xpauunuuia koueii u ceptudukatos
HacTpoiiku TLS Java CSP HacTpoiiku Java CSP

NpoBaiiepoB No yMonYaHuio (TpebyeTca nepesanyck naHenu):

Crypto-Pro GOST R 34.10-2001 C

ryptographic Service Provider e

Crypto-Pro GOST R 34.10-2012 C

RSA Signature and Key Exchange

(®) nonb3osatens

() komnbroTepa

BbibHpaTh KKOYeBble KOHTEHHepbI
(®) Ipy>KecTBEHHOMY MMeHH

() yHuK@NBHOMY MMEHN

GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange

GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange
Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider M

Mcnonb3oBaTh KMKIUeBble KOHTelHepb (TpebyeTca nepesanyck naHenu):

Dﬂoﬁasﬂmb UMA NpoBalaepa B anuac Np1 NepeuncieHu KoHTelHepos (TpebyeTca nepesanyck naHenu)

ryptographic Service Provider w7

Tun
w24

no (TpebyeTca nepesanyck NaHenu):

OK OTMeHa MpHUMeHnTb

Pucyrok 14. 3aknagka «Hactpoiiku Java CSP» koHTposibHOlW naHenu

Takxe 3akfnagka NpefoCTaBASIET BO3MOXHOCTb W3MEHEHUSI WCMOJb3YEMOrO KPUMNTOMpPOBaiAepa KaXkaoro
Tuna. Mo ymonuaHnio ycTaHOB/IEHbI KpUNTOnpoBaigepsl (ykasaHo gsisi ciaydasi ucnosnbsosavus Kpuntollpo CSP),

yKasaHHble B Tabn. 1

Tabnnua 1. Vicnonssyembie Kpuntollpo JavaCSP no-ymonuanuio kpuntonpogaiigepsi

Twun nposaiigepa

HassaHue ncnonb3yemoro no ymondaHuio nposaiigepa

GOST R 34.10-2001 Signature with Diffie-
Hellman Exchange

Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

GOST R 34.10-2012 (256) Signature with
Diffie-Hellman Exchange

Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

GOST R 34.10-2012 (512) Signature with
Diffie-Hellman Exchange

Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider

Mpumeyanne. B cnyyae ucnonvsosaHus kpuntonposaiigepa KPUMTO-MPO CSP sepcumn 3.9 n Huxe,
BbiNajatowme cnucku ans tunos nposaiigepa GOST R 34.10-2012 (256) Signature with Diffie-Hellman
Exchange, GOST R 34.10-2012 (512) Signature with Diffie-Hellman Exchange byayT nyctsimu.

[na cMeHbl MCNONB3yeMOro KpunTonpoBaiifepa HeobxooMMO B BbiNafaloOWEM MEHIO BbIOpaTb AOCTYMHbINA
KpUNTOMpOBaiaep, MNOCNAe 4ero HaxaTb KHOMKy «[lpumennTb». [locne 3TOro u3MeHeHus BCTynAT B CUAY.
[lononHnTensHO MOXHO BbIOpPaTh, YblM KOHTEHEpbI OTObpakaTb (MONb30BATENS WM KOMMBLIOTEPA) M B KAKOM
copmaTe (MO APY>KECTBEHHOMY WMEHU WN YHUKAIbHOMY).
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YT10bbl M3MeHeHWst oTobpaxanucb Ha 3aknagke «XpaHuauwia Kiaodeid u ceptudukaTtoBy, Heobxoaum
nepesanyck naHesu.

2.3 3aknagka « Anroputmbli>»

3aknagka «Anroputmbly (cMm. puc. 15) npepHa3HadeHa AN NPOCMOTPa WCMOJb3YEMbIX MapaMeTpoB
peannsoBaHHbIX KpunTorpadpuyecknx anroputmos. [omMumo 3Toro, AOMNyCcKaeTcs M3MEHEHUWE TEKYLUMX NapaMeTpoB
Ha Jitobble Apyrue, JoNyCTUMbIE COOTBETCTBYIOLWMMUN airopuTMamMm.

|£ ] Hacrpoiiku Kpuntolpo JCP - O X

J60scar Cepeep JTLS Hactpoiiku TLS Java CSP Hactpoiiku Java CSP
JCP  AnroputMbl  O6opynoBaHue — [ononHuTensHo — OKpyKeHne XpaHUNULWa KNoyel u cepTudukaTos

[NpoBaiiaep No yMon4YaH1i0 AN reHepauum knwued (TpedyeTca nepesanyck naHenn):

Java CSP (xsw, 3LM, wudposane) 5
Twvn npoeaiigepa ANA HACTPOIKK NApaMeTpoB:

GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange w7
[apameTpbl

MapameTpbl X3LWMPOBaHKA

[OCT P 34.11-94, napameTpbl N0 YMONYaHHIO ~
MNapameTpbl Wk poaHna

FOCT 28147-89, napameTpbl N0 YMONUYAHWKD v
MapameTpbl noanMck

[OCT P 34.10-2001, napamMeTpbl N0 YMONYaHHKD M
MapameTpbl KNkuesoro ofbmeHa

IOCT P 34.10-2001, napameTpbl 06MeHa Mo yMONUYaHHI0 ~

YCTaHOBUTb NapaMeTpbl N0 YMONUYaHHID

OK OTMeHa MpHuMeHnTD

Pucynok 15. 3aknagka « ANropnTMbl» KOHTPOJILHOI MaHenun

o ymonuaHuto Ha 3akiagke « ANropuTMbl» ONpeaesieHbl HaCTPOKK:
e [lpoBaiigep no ymonyaHuto Ans reHepaunu kntodeii (Tpebyercs nepesanyck);
e Twun nposaiigepa A5t HaCTPOKM NapaMeTpoB.

Mo ymonuaHmio Ha 3aknagke «AropuTMbl» ONpefdeneH Crefyrowuii Habop NapameTpoB, KOTOpPble MOXHO
HaCTpauBaTb B 3aBUCUMOCTU OT BbIOpaHHOro Tuna nposaiigepa:

e napametpsl anroputma xawmposanus [OCT P 34.11-94 (napameTpbl no ymonyanuto ans nposaiigepa FOCT
P 34.10-2001), FOCT P 34.11-2012 (256) (napameTpsl no ymondavuto ans nposaiigepa OCT P 34.10-2012, 256
but) u FOCT P 34.11-2012 (512) (napametpbl no ymondanuto anst nposaiigepa OCT P 34.10-2012, 512 6uT);

e napameTtpsl anroputma wudpposarus FOCT 28147-89 (napameTpsl no ymosndanuio st nposaiigepa FOCT
P 34.10-2001) n TK26 Z (napameTpbl no ymondyatuto ansi nposaiigepa OCT P 34.10-2012);

e napameTpbl anropnTma BblpaboTkn u nposepku anektportoit nognucu: FOCT P 34.10-2001 (napameTpbi no
ymonuanuto gas nposaiigepos FOCT P 34.10-2001 n FTOCT P 34.10-2012, 256 6ut) u FOCT P 34.10-2012 (512)
(napametpbl no ymonyanuto anst nposaiigepa FOCT P 34.10-2012, 512 6uT);

e napameTpbl anroputma kitoudesoro obmerna FOCT P 34.10-2001 (napameTpbl obmeHa Mo yMOAYaHUIO AJist
nposaiigepos TOCT P 34.10-2001 n FTOCT P 34.10-2012, 256 6ut) n TOCT P 34.10-2012 (512) (napameTtpbi no
ymonuanuto ansi nposaiigepa OCT P 34.10-2012, 512 6ur).

MNaHenb nosBonsieT 3ajaTh MpoBaifep MO yMoOAYaHWO Aast paboTbl Ha BKNagke «XpaHuauwa Katodeli u
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cepTudmnkatoB» (Nocne coxpaHeHus N3MeHeHNst NOTPebyeTCsl nepesanyck naHenu, YTobbl 3ahMKCMPOBaTL N3MEHEHNS
Ha BKIafgKe « XpaHUANLLA KHOHeR 1 CepTMAMKATOBY ), a TakXKe YCTaHABAMBATL CIEAYIOLNE NapaMeTpbl:

e napametpbl anroputma xawmposanus [OCT P 34.11-94 (napameTpbl no ymondanuto ans nposaiigepa FOCT
P 34.10-2001), FOCT P 34.11-2012 (256) (napameTpsl no ymonuyanuto anst nposaiigepa FOCT P 34.10-2012, 256
out) n TOCT P 34.11-2012 (512) (napameTpsl no ymonyavuto ansi nposaiigepa [OCT P 34.10-2012, 512 bur);

e napameTpsl anroputma wudpposarus [OCT 28147-89 (napameTpsl no ymondanuio st nposaiigepa FOCT
P 34.10-2001) n TK26 Z (napametpbi no ymondanuto anst nposaiigepa TOCT P 34.10-2012), a Takke napameTtpbl
wudposanmsi 1, napameTpbl wudposanus 2, napameTpbl wudposarus 3, napametpol Ockap 1.1, napametpsl Ockap
1.0, napametpbl PVIK1, TK26 2, TK26 1, TK26 3, TK26 4, TK26 5, TK26 6;

e napameTpbl ajsroputMa BbipaboTkn n nposepku snektpontoit nognucn FOCT P 34.10-2001 (napameTtpsl
no ymonuyavuto st nposaiigepos TOCT P 34.10-2001 n FOCT P 34.10-2012, 256 6ut) n FOCT P 34.10-2012
(512) (napameTpbl no ymonyanuto ans nposaiigepa FOCT P 34.10-2012, 512 6uT), a Takxe napametpsl Ockap 2.x,
napametpbl noagnucu 1 ans nposaiigepos TOCT P 34.10-2001 n FOCT P 34.10-2012 (256) u napametpbl TK26 2
ans nposaiigepa TOCT P 34.10-2012 (512);

e napameTpbl anroputma katodesoro obmena FOCT P 34.10-2001 (napameTpbl obMeHa Mo ymon4aHuio,
napametpbl obmeHa 1 ans nposaiigepos TOCT P 34.10-2001 n FTOCT P 34.10-2012, 256 6uT) n napametpbl TK26
2 pns nposaiigepa FOCT P 34.10-2012 (512).

MNpu ycTaHoeneHHom nposaiigepe Kpuntollpo JavaCSP cnucok «[lposaligep no ymonyaHuto ans reHepauumu
KAtOYEii» > cogepxuT 2 anementa — nposaiigep JCP (no ymonuanmio) n JCSP. [laHHas HacTpolika onpegensieT, Kakoii
nposaiigep OymeT MCnNonb30BaTLCS MpW reHepaumm Kiatodeli Ha 3aknagke "XpaHunuwa ktoueid n cepTudmkaTos a
TakXe Tun nposaligepa no ymondanuto npu ucnonssosaHum JTLS n CAdES.

MNpun BbIbOpe BTOpPOro nyHkTa B cnucke — npoeaiigepa JCSP — noTpebyetcs nepesanyck naHenu assi Toro,
4TODbI M3MEHEeHUst BCTYNUAM B CWUY W CMUCOK AOCTYMHbIX KOHTEHEPOB Ha 3akjafke «XpaHUnuWa KIo4ei u
cepTNKaToB» Nepesarpysunsncs.

2.4 3aknapka «XpaHunuwa kadein n ceptucpmnkaTos»

3aknagka «XpaHwimwa kntodeid u ceptudpnkatos» (cm. puc. 16) npegHasHaveHa Ans NPOCMOTPA XPaHWUINLL
KJtoYeld, YCTAaHOBJIEHHbIX B CUCTEME, MPOCMOTPA W YNpaB/ieHUss KOHTeiHepaMy B XpPaHUANLLAX.
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|£ ] Hacrpoiiku Kpuntolpo JCP - O K
160scar Cepsep JTLS Hactpoiiku TLS Java CSP HacTpoiiku Java CSP

JCP Anroputmbi  ObopynoBanue  [ononHuTencHo — OKpymKeHue XpaHunnwa Kyeii u cepTudnkatos

= XpaHunuiua konTelinepos

gg[%?ﬁig CunTbIBaTEND 5

-

1% CLOUD Onepaumn ¢ KOHTeAHepamMu

MOXKHO CO30aBaTh KIOYeBble KOHTEHHepbI 1
3anpockl Ha CepTUMKAT

Cozpatb

* CyuTbiBaTens: REGISTRY

* HazaHue: REGISTRY

* lNpoeaiigepbl:

##* Crypto-Pro GOST R 34.10-2001 Cryptographic
Service Provider: 75

*#% Crypto-Pro GOST R 34.10-2012 Cryptographic
Service Provider: 80

*%% Crypto-Pro GOST R 34.10-2012 Strong
Cryptographic Service Provider: 81

@XDBHHHHLLLB cepTHdHKaToR

OBHOBUTD

OK OTMeHa MpHUMeHnTb

Pucynok 16. 3aknagka «XpaHunuwia kitodeid u cepTuUKaToB» KOHTPOJILHON NaHes

C nomolLLbio 3aKNagKu MOXHO:

e KOMMpOBaTb, NPOCMATPUBaTh, CO3/4aBaTh U YAANATb KOHTENHEPbI B XPaHUAULLE,;

e KONMpOBaTb M NPOCMaTpUBaTh cepTudumKaTbl B XpPaHUINLLAX U B KOHTeliHepax, 1obaBnsaTs ceptudumkaTbl U3
haiinoB 1 KOHTENHEPOE B XpaHunuile cepTUUKATOB 1 YAANATb UX N3 HETO;

® N3MEHATb NapoaN Ha XPaHWAWLLIAX U KOHTeliHepax.

Mocne ycTanoeku nposaiigepa JCSP B kauecTse npoBaiifepa no yMONYaHMIO 1 NMepe3anycka NaHenmn Ha 3aKnagke
«XpaHunnuwa katoyeii n ceptudrkaTos» byayT HOCTYMHbLI TUMBI KOHTEAHEPOB, nepedncierHslie B naHenn Kpuntollpo

CSP.

B cnyuae, ecnun 3arpysky cnmcka npoBaiiiepoB Npon3BeCTN HE YAan0Ck, HaNnpuMep, Npu oTcyTCTBUKN bubnnoTtek
WAN HENPaBWIbLHON YCTAHOBKE, CMUCOK KOHTeliHepoB byaeT nyct. Ecnn npoaiigepoM no ymonyaHuio ais reHepauuu

kntoyeii 6o1n JCSP, To nepes 3arpy3koii KOHTEHEPOB Ha 3akNafKke « XpaHUANLLA KITHOYEl N CepTUUKATOBY MOSIBUTCS
coobuyeHne o6 ownbke (cm. puc. 17).

Owmbkal K

Crnncok KOHTeHepOB HeAOCTYNeH: BO BpemMA 3arpy3ku npousouia owmnbka
Provider ru.CryptoPro.JCSP.JCSP not found

Pucynok 17. Owmbka npn 3arpyske Cnmcka KOHTeliHepOB

B cnyuqae, ecnm cywectsyet npobnema, cesizaHHasi ¢ nposaiigepom JCSP (JCSP. jar), To, HeCMOTpsi Ha TOT
akT, 4TO NOABUTCS yKasaHHOE Bbille CooblieHMne, HA 3aKnaake «ANropuTMbl» MOXHO byaeT BblbpaTb nposaligep
JCP B KauecTse npoBsaligepa no ymondaHuo s 1oro, 4tobbl obecneunTb ganbHelLWY0 BOSMOXHOCTL paboThil.
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3 HacTpoiika napameTpoB npoBaigepa C NOMOLLbIO
Preferences

B HekoTopbIx cnydasx MoxeT notpebosathcsi HacTpoiika Kpuntollpo JavaCSP nytem pepakTupoBaHus
napamMeTpoB npogaiigepa, xpaHawmxcs B Preferences.

[ocTyn K HUM NPENMYLLECTBEHHO MOXHO MONY4YNTb TPeMsi cnocobamu:

1) nporpammHo, ¢ nomowbto Preferences.systemRoot() win Preferences.userRoot (), nepeuncneqns
nyTel K y31aM 1 3aJaHUS HOBbIX 3HAYEHNIA;

2) Bpy4HylO, peAakTupysi napameTpbl B cooTBeTCTBytowmx pasgenax (SOFTWARE\JavaSoft\Prefs\ru
nnn SOFTWARE\Wow6432Node\JavaSoft\Prefs\ru komnsiotepa HKEY LOCAL MACHINE wunn nonbsoBaTens
HKEY CURRENT USER) peectpa OC Windows wnu daiinel Buga prefs.xml B COOTBETCTBytOLMX MNamnkax
.systemPrefs/ru (Hanpumep, /etc/.java/.systemPrefs/ru) unn .userPrefs (/home/user/.userPrefs/ru)
OC *nix;

3) ¢ nomowpbto knacca ru.CryptoPro.JCP.Util.SetPrefs, Haxogswerocs B wmogyne JCP u
NPeAOCTaBSIOWErO BO3SMOXHOCTY 4151 JODABNEHUS N PefaKTUPOBAHUSI, HAMPUMEP:

java ru.CryptoPro.JCP.Util.SetPrefs -user -node ru/CryptoPro/JCP -key JCP_any_param -value
any_value

java u.CryptoPro.JCP.Util.SetPrefs -system -node ru/CryptoPro/JCP/Key -key JCP_any_param
-value any_value

Tabnnuya 2. OcHoeHble napametpbl Kpuntollpo JavaCSP

Onucaxue MyTb Kniou CooTtBeTtcTBYyeT

VicTouHnk kntoyeBbix ru/CryptoPro/JCSP /params | KeySet class default 3aknagka «HacTpotiikn

KOHTeliHepoB — Java CSP», ncnonssosatue

nonb30BaTeNb UM KJTHOYEBbIX KOHTENHEPOB

komnbtoTep, yucio (0-1)

Bbibop kntouesbix ru/CryptoPro/JCSP /params | NameType class default |3aknagka «HacTpoiiku

KOHTeliHepOB MO UMEHU Java CSPy, BbIbOp

— OPY>XECTBEHHOMY W KJTIOYEBbIX KOHTENHEPOB

YHUKaJIbHOMY

Nmsa RSA nposaiigepa ru/CryptoPro/JCSP /params | Default CSPProvider 3aknagka «HacTpoiiku
RSA class default Java CSP», RSA Signature

and Key Exchange
Vmsi npoesaiigepa FTOCT P | ru/CryptoPro/JCSP/params | DefaultCSPProvider 3aknagka «HacTpoiikn
34.10-2001 2001 class_default Java CSP», GOST R 34.10-

2001 Signature with Diffie-
Hellman Key Exchange

Wmsi nposaiigepa FTOCT P | ru/CryptoPro/JCSP/params | DefaultCSPProvider 3aknagka «HacTpoiiku

34.10-2012 (256 6u) 2012 256 class default |Java CSP», GOST R 34.10-
2012(256) Signature with
Diffie-Hellman Key
Exchange

Vmsi npoeaiigepa FTOCT P | ru/CryptoPro/JCSP/params | Default CSPProvider 3aknagka «HacTtpoiikn

34.10-2012 (512 6urT) 2012 512 class default |Java CSP», GOST R 34.10-
2012(512) Signature with
Diffie-Hellman Key
Exchange
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